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Preface

"Trust no one."

Aside from being the motto and modus operandi for the successful TV series The X Files, it isaso abeneficid
mantrato practicein al facets of security and investigation. Even though chances are good that you won't encounter
Mulder, Scully, and their gang, they Hill teach a concept that's become increasingly relevant as the world—and the
world's computers—become connected.

Companiestoday areincreasingly basing their business models around providing access to resources—web pages,
Internet access, email accounts, or anything else—that need to be protected. How does a user indicate to a system,
especialy one that indeed trusts no one, that he's entitled to use that computer's services? How can the owner of a
business keep non-paying users out of the way while providing convenient access to paying customers? The bottom
lineisthis: with new security exploits being uncovered every day and the generd environment of the Internet public
degenerating from atrusted environment into one of hostility and attack, there hasto be someway in which an
Internet citizen can use resources to which he's entitled without | etting everybody esein the gates.

Thisisthe purpose of the RADIUS protocol—to differentiate, secure, and account for these users. And the purpose
of thisbook isto provide the most complete reference to RADIUS possible.
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Audience

Thisbook isdesigned to serve al manner of readers. Theré's enough introductory information to give acomplete,
generaized background for the administrator not familiar with the protocol. There's practicd, day-to-day, hands-on
information for those tasked with configuring and usng RADIUS servers. Therés design-level information for

programmers who need to write custom applicationsto integrate RADIUS. In other words, there's something in this
book for everyone.
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Organization

| have tried to Structure this book as effectively as possible, mixing theory with practice where appropriate, so you,
the reader, have afirm background with which to apply both the practical advice and proceduresin this book and
others you may develop on your own.

Chapter 1 takes afew steps backward and looks at the architectural model on which the RADIUS protocol is
based, provides an introduction to RADIUS's characteristics and limitations, and offers abrief discussion of its

higory.

Chapter 2 detailstheindividua characteristics of the RADIUS protocol, including an overview of its standard packet
formats and the structure of the propertiesit passesto various servers, aswell asadiscussion of how vendors extend
the functionality of the protocol through the use of their own defined attributes. There isaso commentary on the
various authentication protocol s that can be used in conjunction with RADIUS, aswell asabrief introduction to the
hintsfile

Chapter 3 isareference section for al of the globally defined RADIUS attributes as specified in the gppropriate RFC
documents. An"at aglance’ chart details each attribute's primary properties with a short discussion of its purpose.
Any specid behaviorsthat an administirator might encounter during its use are covered in this discussion.

Chapter 4 is presented as a combination of the stylistic elements of Chapter 2 and Chapter 3 and coversthe
properties, behaviors, and attributes of the accounting portion of the RADIUS protocol. It discusses standard
accounting packets, proxy functiondity, and the standard accounting attributes as specified by the RFCs.

Chapter 5 isthefirst hands-on chapter in the book. It discusses obtaining, installing, configuring, and using
FreeRADIUS, an open source RADIUS server that was created in part by several developers of the Debian Linux
digtribution.

Chapter 6 continuesthe practica guidance and coversthe moreintimate and intricate configuration options that
FreeRADIUS provides. In addition, extending FreeRADIUSs functiondity is covered, by having it authenticate
againg aMySQL database, use the pluggable authentication module (PAM) initstransactions, and interact with
Cisco networking gear. Smultaneous use, dso known as multilinking in the ISP business, isaso covered.

Chapter 7 discusses other programs to augment FreeRADIUS, including an Apache module that will alow theweb
server to authenticate againgt the RADIUS user database, apowerful email and directory server that will consolidate
user information and reduce adminigrative headaches, and a utility for parsing and analyzing RADIUS log files.

Chapter 8 isacommentary on some of the security problems the protocol has and how to work around them.
Unfortunately, the protocol used to secure networks has some vulnerabilities of its own, and this chapter offersinsight
into what the vulnerabilities are, how they were introduced, and what an administrator can do to iminate the
potentia threst they represent.

Chapter 9 includesinformation that's not present in the origind RFC documents for the protocol. Among these new
details are information on tunnel support, Apple networking support, interim accounting updates, usng Extensible
Authentication Protocol (EAP), and alisting—like that of Chapter 3—of the new attributes added by the RADIUS
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Conventions Used in This Book

Italic isused for filenames, directories, URLS, emphasis, and thefirst use of technica terms.

Constant width isused for |P addresses, configuration file operators, and packet names and attributes.

Congant width bold isused for user input.

-, Thisicon desgnates anote, which is an important aside to nearby text.

-
kg

= Thisicon designates awarning relating to the nearby text.
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How to Contact Us

Please address comments and questions concerning this book to the publisher:
O'Rellly & Associates, Inc. 1005 Gravenstein Highway North Sebastopol, CA 95472 (800) 998-9938 (in the
United States or Canada) (707) 829-0515 (international or local) (707) 829-0104 (fax)

We have aweb pagefor this book, wherewelist errata, examples, or any additional information. Y ou can access
thispage a:
http://mwww.oreilly.com/cata og/RADIUS

To comment or ask technical questions about this book, send emall to:
bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O'Rellly Network, see our web site
a
http:/mww.oreilly.com

The author has created a comprehensive web site to support this book, located at http://www.theradiusbook.com.
Y ou can find an overview, the table of contents, alisting of errata, sample code, and many other resources at that Site.
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Chapter 1. An Overview of RADIUS

In anided world, we wouldn't have to use authentication of any type to gain accessto anything. But aslong asfree
enterprise exists and access to private resourcesis sold, authentication will exist.

Y ou may have experienced authentication as recently as an hour ago, when you used adid-up Internet account to
log on and surf the Web for the latest headlines. Y ou may have checked your corporate email on your PAmPilot to
seeif your biggest client had returned your message about the newest proposa. And this weekend, when you usea
VPN to connect to your office network so you can revise that presentation that's due early Monday morning, you'll
have to authenticate yoursdf.

But what goes on behind the scenes when you prove your identity to acomputer? After al, the computer hasto have
aset of processes and protocolsto verify that you are indeed who you say you are, find out what you are allowed to
access, and findly, tell you dl of this. There's one protocol that doesthisall: the Remote Access Didin User Service,

or RADIUS.

RADIUS, origindly developed by Livingston Enterprises, isan access-control protocol that verifies and authenticates
users based on the commonly used challenge/response method. ('l talk more about challenge/response
authentication later.) While RADIUS has a prominent place among Internet service providers, it dso belongsin any
environment where central authentication, regulated authorization, and detailed user accounting is needed or desired.
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1.1 An Overview of AAA

The framework around which RADIUS isbuilt isknown asthe AAA process, consisting of authentication,
authorization, and accounting. While there's nothing specific to RADIUS in the AAA modd, agenera background is
needed to justify most of RADIUS's behavior. RADIUS was created before the AAA mode was devel oped, but it
wasthefirst red AAA-based protocol exhibiting the AAA functionality to earn industry acceptance and widespread
use. However, that's not to say there aren't other protocolsthat satisfy the architecture's requirements.

Thismode servesto manage and report al transactions from start to finish. The following questions servewell asa
mimicking of the functiondity by asking:

Who areyou?

What servicesam | dlowed to give you?

What did you do with my services while you were usng them?

To begin, let'slook at why the AAA architecture is abetter overal strategy than others. Before AAA was
introduced, individua equipment had to be used to authenticate users. Without aforma standard, each machine likely
had adifferent method of authentication—some might have used profiles, while others might have used
Challenge/lHandshake Authentication Protocol (CHAP) authentication, and till others might have queried asmal
internal database with SQL. The mgor problem with this helter-skelter model is one of scalability: while keeping
track of users on one piece of network equipment might not be a huge manageability obstacle, increasing capacity by
adding other equipment (each with its own authentication methods) quickly ballooned the processinto anightmare.
Kludgy scripts were written to halfway automate the process, but there was no real way to monitor usage,
automatically authenticate users, and seamlesdy provide avariety of services.

The AAA Working Group was formed by the IETF to create afunctional architecture that would addressthe
limitations of the system described above. Obvioudly, there was a need to focus on decentraizing equipment and
monitoring usage in heterogeneous networks. | SPs began offering services other than just standard dia-up, including
ISDN, xDSL, and cable-modem connectivity, and there needed to be a standard way in which users could be
verified, logged on, and monitored throughout the network. After much work, the AAA architecture was born.

A Word About Ter minology

When discussng AAA and RADIUS, theterms " client” and "server” often come up. However, there can
be some confusion about which of these roles a particular machineis playing in a specific transaction.
Let'stake alook at each of theseroles.
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1.2 Key Points About AAA Architecture

The AAA architecture, smply put, is an attempt to map out adesign of how the AAA piecesfit together. AAA
implementations can be as smple or as complex asthey need to be, mainly because of the efforts of the Internet
Research Task Force (IRTF) AAA Architecture Working Group to make amodel as application-neutral as possible.
In other words, the AAA mode is designed to work in environments with varied user requirements and equally
varied network design. There are some key attributes of the modd that make this possible.

Firg, the AAA mode depends on the client/server interaction, in which a client system requests the services or
resources of aserver system. In smple implementations, these roles generdly stick—the server never actsasthe
client and vice versa. Client/server environments alow for agood load-baancing design, in which high availability and
response time are critica . Servers can be distributed and decentralized among the network. Contrast thiswith the
opposite network model, a peer-to-peer (P2P) network. With P2P networks, al systems display characteristics of
both client and server systems, which can introduce such demons as processing delays and unavailability.

A proxying capability isadight variation of this. An AAA server can be configured to authorize arequest or passit
along to another AAA server, which will then make the appropriate provisions or passit dong again. In essence, a
proxy chainiscreated, in which AAA servers make requests of both clientsand other AAA servers. | said "dight
variation” earlier because when a server proxies another server, the originator displaysthe characteristics of aclient.
Thus, atrust relationship hasto be created for each client/server hop until the request reaches equipment that
provisions the needed resources.

Proxying isavery useful feature of the AAA model and aboon to enterprise and distributed network
implementations, in which some AAA equipment can be configured to dways proxy requests to machinesin other
locations. An example of proxying at its best iswith an | SP resdller agreement. Often amagjor networking company
will make asgnificant investment in network infrastructure and place points of presencein multiple locations. Armed
with this distributed network, the company then resellsto smaller |SPs that wish to expand their coverage and take
advantage of a better network. The reseller hasto provide some form of access control over the tangible resourcesin
each location, but the smdler ISP doesn't wish to share persond information about its userswith theresdler. Inthis
case, aproxying AAA machineis placed at each of the resdller's points of presence, and those machines then
communicate with the appropriate NAS equipment at the smaller | SP.

Clients requesting services and resources from an AAA server (and inthis case, clients can include AAA proxies)
can communicate with each other by using either ahop-to-hop or an end-to-end transaction. The distinction iswhere
thetrust relationship liesin the transaction chain. Consider the following circumstances to get a better picture.

In ahop-to-hop transaction, aclient makesaninitial request to an AAA device. At this point, thereisatrust

rel ationship between the client and the frontline AAA server. That machine determines that the request needsto be
forwarded to another server in adifferent location, so it acts as aproxy and contacts another AAA server. Now the
trust relationship iswith thetwo AAA servers, with the frontline machine acting as the client and the second AAA
machine acting asthe server. It'simportant to note that the trust relationship is not inherently trangtive, meaning that
theinitid client and the second AAA machine do not have atrust relationship. Figure 1-1 shows how thetrusts are
sequentia and independent of each other.

Figure 1-1. Independent trust relationshipsin a hop-to-hop transaction
T.’.*.'i‘..’*%‘!.“ﬁ".‘?.... R ..T".’?‘!?%P"E'."R. B

v Ty ¥

| Promies request Prowies request
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1.3 The Authorization Framewor k

Moving on in the soup of terminology, we cometo the AAA Authorization Framework, an RFC document from the
subset of the AAA Working Group set up by the IETF. Like an architecture document, aframework isdesigned asa
roadmap, but it tends to be a bit more specific. Frameworks designate how systemsinteract with one another, but
frameworks generally concentrate more on models specific to certain environments, such asan Internet wholesder, a
corporate VPN center, or other smilar situations.

Firgt, though, we should point out the distinctions in terminology. The authorization framework introduces the concept
of aUser Home Organization (UHO), which isan entity that has adirect contractua relationship with an end user.
Also, the Service Provider (SP) isinvolved, which maintains and provisions the tangible network resources. The
UHO and the SP need not be the same organi zation; agood example of thisis, again, an ISP wholesaler or reseller
that provides its own network resourcesto other organizations. For the purposes of thisoverview, I'll first look at
scenariosin which the UHO and SP are one and the same, and then I'll cover amore detailed scenario that is
commonly found.

1.3.1 Authorization Sequences

There are severd different methodsin which the end user, the AAA server, and the network equipment communicate
during atransaction. Specificaly, there are three different sequencesin which each machineis contacted.
The agent sequence

In this sequence, the AAA server acts as amiddleman of sorts between the service equipment and the end user. The
end user initially contactsthe AAA server, which authorizes the user's request and sends a message to the service
equipment notifying it to set that service up. The service equipment does so, notifiesthe AAA machine, and the
notification is passed on to the end user, who then begins using the network. This sequenceistypicaly usedin
broadband applications in which quality of service (Qo0S) is part of an existing contract.

The pull sequence

Did-in usersfrequently encounter this sequence. The end user in this situation connects directly to the service
equipment (terminal gear or other NAS machinery), which then checks with an AAA server to determine whether to
grant the request. The AAA server notifies the service equipment of its decision, and the service equipment then
either connects or disconnects the user to the network.

The push sequence

The push sequence dtersthe trust relationship between dl of the machinesin atransaction. The user connectsto the
AAA sarver firg, and when the request to the server is authorized, the AAA server distributes some sort of
authentication "receipt” (adigital certificate or sgned token, perhaps) back to the end user. The end user then pushes
thistoken aong with his request to the service equipment, and the equipment treets the ticket from the AAA server
asagreen light to provision the service. The main ditinction isthat the user acts asthe agent between the AAA
server and the service equipment.

Here are some diagrams of the sequencesthat visualy indicate the authorization transaction sequence.

Figure 1-3 shows the agent sequence, in which an AAA server acts as the middleman between the client and the
service equipment responsible for provisioning the client's request.

Figure 1-3. The agent sequence

Uiser datahase
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1.4 And Now, RADIUS

Theresbeen much talk of AAA and o little of RADIUS. Thisislargely because RADIUS will not be eterndly the
access control protocol of choice. In fact, RADIUS was crested by a separate working group long before the AAA
design and fundamental s were brought to existence. The amilarities are, however, remarkable.

AAA isthefoundation of the next generation remote access protocol. Developmentsin creating the next protocol are
being made as | writethis, so the days of RADIUS being the standard aren't infinite. But on the same token,
RADIUS has an established and well-respected presence in the industry, so it has a definite future.

1.4.1 A Brief History

RADIUS, like most innovative products, was built from aneed. In this case, the need was to have amethod of
authenticating, authorizing, and accounting for users needing access to heterogeneous computing resources. Merit
Networks, abig player in creating the Internet as we know it, operated apool of dia-up resources across Cdifornia
At the time, authentication methods were peculiar to specific pieces of equipment, which added alot of overhead and
didn't dlow for much in the way of management flexibility and reporting. Asthe dia-up user group grew, the
corporation redized they needed a mechanism more flexible and extens ble than remaining with their proprietary,
unwieldy equipment and scripts. Merit sent out arequest for proposal, and Livingston Enterprises was one of the first
respondents. Representatives for Merit and Livingston contacted each other, and after meeting at a conference, a
very early verson of RADIUS was written. More software was constructed to operate between the service
equipment Livingston manufactured and the RADIUS server at Merit, which was operating with Unix. The devel oper
of RADIUS, Steve Willins, still remains on the RFC document. From that point on, Livingston Enterprises became
Lucent, and Merit and Lucent took the RADIUS protocol through the steps to formalization and industry

acceptance. Both companies now offer aRADIUS server to the public at no charge.

1.4.2 Properties of RADIUS
The RFC specifications for the RADIUS protocol dictate that RADIUS:
| IsaUDP-based connectionless protocol that doesn't use direct connections
Uses a hop-by-hop security model
|s sateless (more to come on that |ater)

Supports PAP and CHAP authentication via PPP

Uses M D5 for password-hiding dgorithms
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Chapter 2. RADIUS Specifics

In this chapter, I'll step through the most important sections of the RADIUS RFC and interpret them. Sincethe RFC
Is approximately 80 pages long, it's not appropriate to provide every detail here. Some portions of the document are
antiquated, seldom used, or smply not important. While formdlity dictatestheir presencein the officia document, this

chapter is meant more as aworking reference guide.

[ TeamLiB]
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2.1 Using UDP versus TCP

A question frequently asked of the RADIUS development team is why the protocol uses the UDP protocol instead
of TCP. For purely operationd requirements, UDP was selected largely because RADIUS has afew inherent
propertiesthat are characteristic of UDP: RADIUS requiresthat failed queriesto aprimary authentication server be
redirected to a secondary server, and to do this, acopy of the origina request must exist above the transport layer of
the OSl modd. This, in effect, mandates the use of retransmission timers.

The protocol bets on the patience of usersto wait for aresponse. It assumes some middle ground between lightning
fast and dow as molasses. The RADIUS RFC describes it best: "At one extreme, RADIUS does not require a
"respongve’ detection of lost data. The user iswilling to wait severa secondsfor the authentication to complete. The
generdly aggressive TCP retransmission (based on average round trip time) is not required, nor isthe
acknowledgment overhead of TCP. At the other extreme, the user is not willing to wait several minutes for
authentication. Therefore the reliable delivery of TCP datatwo minutes later isnot useful. The faster use of an
aternate server dlowsthe user to gain access before giving up.”

Since RADIUS is sateless (as| mentioned in Chapter 1), UDP seems natural, as UDP is stateless, too. With TCP,
clients and servers must have specia code or administrative workarounds to mitigate the effects of power losses,
reboots, heavy network traffic, and decommissoning of systems. UDP preventsthis headache since it dlows one
session to open and remain open throughout the entire transaction.

To dlow for heavy systems use and traffic on the backend, which can sometimes delay queries and look-ups by as
much as 30 seconds or more, it was determined that RADIUS should be multithreaded. UDP alows RADIUSto
spawn to serve multiple requests at atime, and each session has full, uninhibited communication abilities between the
network gear and the client. Thus, UDP was a good fit.

The only downside to usng UDPisthat developers must create and manage retransmission timers themselves—this
capability isbuilt into TCP. However, the RADIUS group felt that this one downsde was far outweighed by the
convenience and smplicity of usng UDP. And soit was.

[ TeamLiB] =
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2.2 Packet Formats

The RADIUS protocol uses UDP packets to pass transmissions between the client and server. The protocol
communicates on port 1812, which isachange from the origina RADIUS RFC document. Thefirst revision
specified that RADIUS communications were to take place on port 1645, but later thiswas found to conflict with the
"Datametrics' sarvice.

RADIUS uses a predictable packet structure to communicate, which isshownin Figure 2-1.

Figure 2-1. A depiction of the RADIUS data packet structure

Iden- 1
Lode Length Authenticator
H‘"‘d”[ - (16)

Load Attributes and values | packet payload) i
(varies) Length of packets (i octets)
o pareniiedey

The data structure is broken down into five distinct regions, which are discussed later in this chapter.

2.2.1 Code

The code region is one octet long and serves to distinguish the type of RADIUS message being sent in that packet.
Packets with invaid code fields are thrown away without notification. Vaid codes are:
1

Access-Request
2

Access-Accept
3

Access-Regect
4

Accounting-Request
5

Accounting-Response
11

Access-Chalenge
12

Status-Server (under continued devel opment)
13

Status-Client (under continued devel opment)
255

Resarved

2.2.2 | dentifier
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2.3 Packet Types

At this point, we have covered the structure of the packets RADIUS usesto transmit data. But what do these
packets do? There are four RADIUS packet types that are relevant to the authentication and authorization phases of
the AAA transaction:

Access-Request Access-Accept Access-Reject Access-Challenge

While the accounting packet types are covered in detail in Chapter 4, the next section will step through these packets
and detail their intent, format, and structure.

Access-Request

Packet Type Response

Code 1

| dentifier Unique per request

Length Header length plusdl additiona attribute data
Authenticator Request

Attribute Data 2 or more

The Access-Request packet is used by the service consumer when it is requesting a particular service froma
network. The client sends a Request packet to the RADIUS server with alist of the requested services. The key
factor in thistransmission isthe code field in the packet header: it must be set to 1, the unique vaue of the Request
packet. The RFC statesthat replies must be sent to al valid Request packets, whether the reply is an authorization or
argection.

The payload of the Access-Request packet should include the username attribute to identify the person attempting to
gain access to the network resource. The payload isrequired to contain the IP address or canonica name of the
network equipment from which it is requesting service. It dso hasto contain a user password, a CHAP-based
password, or a state identifier, but not both types of passwords. The user password must be hashed using MD5.

How do these rules apply to RADIUS proxy chains? Basically, new packets need to be created whenever attributes
are changed, since identifying information is changed. Attributes with shared secrets, which are covered in detall later
in this chapter, need to be reversed by the proxy server (to obtain the origina payload information) and then
encrypted again with the secret that the proxy server shares with the remote server.
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2.4 Shared Secrets

To strengthen security and increase transactiond integrity, the RADIUS protocol uses the concept of shared secrets.
Shared secrets are val ues generated at random that are known to both the client and the server (hence the "shared”).
The shared secret is used within al operations that require hiding dataand conceding vaues. The only technica
limitation isthat shared secrets must be greater than O in length, but the RFC recommends that the secret be at |east
16 octets. A secret of that length isvirtually impossible to crack with brute force. The same set of best practices that
dictate password usage aso govern the proper use of RADIUS shared secrets.

Shared secrets (commonly called just "secrets') are unique to a particular RADIUS client and server pair. For
ingtance, if an end user subscribesto multiple Internet service providersfor hisdia-up access, heindirectly makes
requests to multiple RADIUS servers. The shared secrets between the client NAS equipment in ISPsA, B, and C
that are used to communicate with the respective RADIUS servers should not match.

While some larger scde RADIUS implementations may believe that protecting transactional security by using an
automated shared-secret changer isaprudent move, thereisarather large pitfal: thereis no guarantee the clients and
servers can synchronize to the new shared secret a the most appropriate time. And even if it was certain that the
smultaneous synchronization could occur, if there are outstanding requests to the RADIUS server and the client is
busy processing (and, therefore, it misses the cue to synchronize the new secret), then those outstanding requests will
be rgjected by the server. The Situation would be tantamount to having your checking account numbers stolen: when
the bank gives you new account numbers, outstanding checks written on your old account will bounce since that
account was closed.

[TeamLiB]
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2.5 Attributesand Values

Although at this point the attribute field in aRADIUS packet may seem like nothing more than aglorified way to
determine header information, there's alot more going on than meetsthe eye. Specificdly, the entire RADIUS
transaction is built around passing to and from the client and server attribute-vaue pairs (AV Ps) that contain virtually
every property and characteristic of the AAA transaction.

To enhance security, the RADIUS RFC restricts some attributes from being sent in certain packets—or to be more
specific, thetiming of certain packets. For instance, to prevent the password from ever crossing the wire more than
once for one authenti cation/authorization process, the User-Password attribute is never alowed to be sent in areply
packet from the server to the client. Even more stringently, the RFC prevents some attributes from even being
present in certain transactions, while others can appear more than once, and ill others only once. More information
on redtrictionslike these is presented in the sections that follow.

Attributesin apacket al follow a specific field format. From thispoint on, I'll refer to thisfield format as:
Attribute Number

This number denotes the type of attribute presented in the packet. The attribute's name is not passed in the
packet—just the number. Generdly, attribute numbers can range from 1-255, with one specific number serving asa
"gateway" of sortsfor vendorsto provide their own specific attributes.

Attribute Length

Thisfield describes the length of the attribute field, which must be three or greeter. It behavesin much the same way
asthelength field of the RADIUS packet header.

Value

Containing the property or characterigtic of the attribute itself, thisfield is required for each attribute presented, even
if thevaueitsdf isnull. Thelength of thiswill vary based on the inherent nature of the attribute itself.

The concepts of attributes and values themsalves are worthy of abit more discussion.

2.5.1 Attributes

Attributes smply describe abehavior or aproperty of atype of service. While most attributes are included to denote
aparticular setting for aservice type, the presence of some attributes in the packet tellsthe RADIUS server what it
needsto know. Asyoull seelater in this chapter, the very inclusion of the CHAP-Password attribute in a packet

signasto the RADIUS server the proper hashings and password-conced ing processes to perform for that particular
transaction. Thisisaunique property of attributes—they can stand done, while vaues smply cannot.

Attributes are transmitted inside the RADIUS packet in a predetermined, standard format, as shown in Figure 2-6.

_Figure2-6. The standard AVP transmission pattern

Artributes

{ Number Length Valup
Header| ¢ i
' i 1=255 =3 depends on attribute number //__\
KVF payload
L (RADILS packet)
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2.6 Authentication M ethods

RADIUS supportsavariety of different protocol mechanismsto transmit sensitive user-specific datato and from the
authentication server. The two most common are the Password Authentication Protocol (PAP) and the CHAP.
RADIUS aso dlowsfor more attributes and methods devel oped by vendors, including support for features peculiar
to Windows NT, Windows 2000, and other popular network operating systems and directory services. The
following section explores the two most common methods in greater detail.

2.6.1 PAP

The User-Password attribute in arequesting packet sgnalsto the RADIUS server that the PAP protocol will be
used for that transaction. It'simportant to note that the only mandatory field in this caseisthe User-Password field.
The User-Name field does not have to be included in the requesting packet, and it's entirely possible that aRADIUS
server dong aproxy chain will change the valuein the User-Namefield.

The agorithm used to hide the origina user's password is composed of many eements. Fird, the client detectsthe
identifier and the shared secret for the origina request and submitsit to an MD5 hashing sequence. The client's
origina password is put through the XOR process and the result coming from these two sequencesisthen put in the
User-Password field. The receiving RADIUS server then reverses these procedures to determine whether to
authorize the connection. The very nature of the password-hiding mechanism prevents auser from determining if,
when the authentication fails, the failure was caused by an incorrect password or an invaid secret. Most commercid
RADIUS servers, though, include logic that looks at the series of packets previoudy transmitted from the same client.
If anumber passes through the connection correctly, most likely the few packets that failed did so because of an
incorrect password.

2.6.2 CHAP

CHAP isbased on the premise that the password should never be sent in any packet across a network. CHAP
dynamically encryptsthe requesting user's D and password. The user's machine then goes through itslogon
procedure, having obtained akey from the RADIUS client equipment of at least 16 octetsin length. The client then
hashes that key and sends back aCHAP 1D, a CHAP response, and the username to the RADIUS client. The
RADIUS client, having received dl of the above, placesthe CHAP ID field into the appropriate placesin the
CHAP-Password attribute and then sends aresponse. The chdlenge value origindly obtained is placed in either the
CHAP-Chdllenge attribute or in the authenticator field in the header—thisis so the server can easily accessthevalue
in order to authenticate the user.

To authenticate the user, the RADIUS server uses the CHAP-Chalenge value, the CHAP 1D, and the password on
record for that particular user and submitsit to another MD5 hashing agorithm. The result of thisagorithm should be
identica to the value found in the CHAP-Password attribute. If it's not, the server must deny the request; otherwise,
therequest is granted.

The fact that the password in a CHAP transaction is never passed across the network isjust one reason why CHAP
isan appealing authentication protocol. How does thiswork? The user data against which the hashing routineisrun
returns aone-way value that does not contain the password. So the server must have the current user's password
stored in clear text in its own records in order to create a hash with which to compare. CHAP IDs are also
non-persistent, which reduces the possibility of athird party sniffing or otherwise intruding on the transaction.
Additionaly, the CHAP protocol supports chalenging the client anytime during the user's sesson, which increasesthe
likelihood that invaid users are kept out of the system.



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =

2.7 Realms

While RADIUS can be asignorant of externdities as an administrator wants, it can also be made aware of various
implementations. RADIUS is flexible with regard to various design schemesto dlow it to support different business
and infrastructure models. Take, for instance, a cooperative agreement among three regiond Internet service
providers. Let's explore this examplein grester detail.

Northwest Internet serves the northern and western portions of a state. Southeast Internet serves the southern and
eastern regions, and Central State Internet provides support to the central area of astate. While each of these I1SPs
may have modem-pool resourcesin overlapping geographical areas, most of the access resources are confined to
particular regions.

Now, each of the service providers determine that there is sufficient demand to offer aroaming service to customers
to dlow themto did aloca number anywhere in the state to access the Internet. While the service would be more
expensve than normal, with ahome-areadiad-up service, aloca number alowsthe customer to avoid expensive
long-distance charges most hotels and other lodging establishments levy. Each ISP determinesthat it's not fiscally
efficient for them to construct points of presence in each region, so they form acooperative dliance in which each
ISP allows the other two 1SPs to have access to their respective modem pools. So Northwest Internet can offer a
roaming service to its mobile users who happen to dia up in the southern and eastern portions of the state, and so on.

The key question here revolves around how each | SP can offer access and ensure that only valid users can connect
to their resources, while protecting the sanctity and security of the respective providers sengitive customer
information. To fill this need, RADIUS comes with support for identifying users based on discrete design-based
aress, or rems. Reams areidentifiersthat are placed before or after the values normaly contained in the
User-Name éttribute that a RADIUS server can use to identify which server to contact to start the AAA process.

Thefirg type of realm identifier isknown asthe prefix ream, in which the realm nameis placed before the username,
and the two are separated by a preconfigured character, most commonly @, \, or /. For instance, auser named
jhassall who subscribesto Centra State Internet's service (whose realm nameis CSl) would configure his client to
pass ausername like CS\jhassall .

The other redlm identifier syntax isthe suffix redm, where the username is placed before the relm name. The
common separators are still used in this syntax aswell, though by far the most common isthe @ sign. For example,
the user awatson subscribing to Northwest Internet's service (relm name: NWI) using relm suffix identification
would pass a username like awatson@NWI .

[ TeamLiB]
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2.8 RADIUSHints

An adminigtrator can configure aRADIUS server to grant some services by default to any authenticated user, while
other configurations might permit only the services requested in the client's request packet to be authorized. RADIUS
can be set up to handle service authorizations in countless different ways. The RADIUS RFC thus specifies
information that can be included in aRADIUS packet header sent from aclient to aserver that "hints' to the server
which explicit servicesit wants. These bits of information are caled RADIUS hints.

RADIUS hints behave differently based on the way an administrator sets up his RADIUS client gear to authorize
transactions. The RFC states that the recelving RADIUS server can choose whether to grant the hints requests if
doing so would not violate thelocal security setup. If the RADIUS server chooses not to grant the hints request,
though, it is also dlowed under the RFC specification to authorize a service that can be granted based on the user's
accesspolicy. If it can't do this, then it must terminate and disconnect the session.

Hints are designed primarily for environmentsin which the RADIUS server has partid control of the resources
needed to provision service for the client. For ingtance, the client may request a specific, satic IP as paid for in her
monthly billing by sending ahint in the request. The NAS gear, having obtained explicit authorization from the
RADIUS server (eliminating the extra transaction hop to obtain authorization from the IP leasing pool machine), may
then grant the request by telling the RADIUS server to send the detailsin an Access-Accept packet, alter the routing
tables, and do whatever else needs done to provision the service.

It'simportant to note that RADIUS hints never have any effect on the base RADIUS protocol. They're smply small
notes "under thetable" to the RADIUS server from the client, requesting that the service have optiona, temporary, or
extracharacteristics or ahilities.

[ TeamLiB]
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Chapter 3. Standard RADIUS Attributes

In this chapter, I'll look at the global set of standard RADIUS attributes as per the RADIUS RFC. There are 63
attributes defined in the RFC that provide support and configuration options for everything from connection type,
virtud terminas, and connect/session time limitsto packet filtering and caller-return services. This chapter presents

these attributes in alphabetical order.

One note: this chapter covers only the attributes based on the authentication and authorization processes of a
RADIUS transaction, which are attributes 1-39 and 60-63. Attributes 40-59 are covered in Chapter 4.

[ TeamLiB]
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3.1 Attribute Properties

Each attribute in this chapter is presented as a separate "nugget” of information. Each nugget containsa
quick-reference chart for the particulars of the attribute, followed by a discussion of the attribute, where | discuss any
specia consderationsin the usage or configuration of the attribute, how its use affects or requires other attributes,
practical applications of the attribute, and how it sometimes differs from the theoretica implication from the RFC.

"~ . Appendix A containsachart with al of the globa standard RADIUS attributes (including
those specific to accounting) and their numbers, lengths, vaues, and packet presence
requirements.

Chapter 9 presents the attributes introduced and revised in the new RADIUS Extensions
RFCs. | have separated these attributes to maintain the ditinction exhibited in the RFCs.

Callback-1D

Attribute Number 20

Length 3 or more octets

Vdue STRING

Allowedin Access-Accept

Prohibitedin Access-Request, Access-Reject, Access-Challenge
Presence in Packet Not required

Maximum Iterations 1

Thisattribute is used when aRADIUS implementation is set up to return auser'scall. Thisiscommonly used in
corporate situations to avoid long-distance chargesin hotel rooms and other remote locations. Thisvalue, a
STRING, is often the identifier for aprofile configured on the service equipment; thereis no specific sandard for a
string name, atriggered action, or something ese. In other words, it is environment-specific. RADIUS client gear is
allowed to rglect aconnection if this attribute is present but not supported by that gear.
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Chapter 4. RADIUS Accounting

| SPs often manage points of presence over severa locations, most likely geographically dispersed. All of these points
of presence require protection to guard against unauthorized use of the expensive network to which they alow
access. Although the front line of defense may (and should) be arobust and extensible form of authentication (to
verify auser's declared identity) and authorization (to provide a user with only the servicesto which heis entitled),
much valuable information can be gleaned from data collected about users activities on the network. Which user
logged on? When did she do so? What services was he granted?

The data becomes even more useful when it is compiled to andlyze agroup of users. What isthe average call time for
auser? How much data doesthat user transfer? Do |, as a system administrator, need to set atime limit for asingle
Session so asto protect limited dial-in resources? Do | have usersthat are abusing an on-demand connection? All of
these questions can be answered using information mined from the accounting process.

RADIUS supports a full-featured accounting protocol subset, which dlowsit to satisfy dl requirements of the AAA
moddl. This chapter describes the design, operation, packets, and attributes that are specific and germaneto
RADIUS accounting.

[ TeamLiB]
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4.1 Key Pointsin RADIUS Accounting

The design of accounting in RADIUS is based upon three mgjor characteristics:
Accounting will be based on a client/server model.

The RADIUS accounting machineisthe server to the RADIUS client gear, which acts asthe client. The client passes
the usage datato the RADIUS sexver for processing. The RADIUS server acknowledges successful receipt of the
data It isaso possiblefor the RADIUS server to act as an accounting proxy, much like the smilar capability inthe
authentication and authorization realms.

Communications between devices will be secure.

All datais passed to and from the RADIUS server and the client gear through the use of a shared secret, whichis
never transmitted acrossthe wire.
RADIUS accounting will be extensible.

Theformat of the accounting attributes is much like those of the authenti cation and authorization attributes, in that

most of the services offered by the implementations can be defined and qualified using AVPs. AV Ps can be added
and modified to an exigting implementation without disrupting the functiondity aready in use.

[ TeamLiB]
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4.2 Basic Operation

All communications regarding RADIUS accounting are done with an Accounting-Request packet. A client that is
participating in the RADIUS accounting process will generate an Accounting Start packet, which isaspecific kind of
Accounting-Request packet. This packet includes information on which service has been provisioned and on the user
for which these services are provided. This packet is sent to the RADIUS accounting server, which will then
acknowledge receipt of the data. When the client isfinished with the network services, it will send to the accounting
server an Accounting Stop packet (again, aspecidized Accounting-Request packet), which will include the service
ddivered; usage statistics such astime e apsed, amount transferred, average speed; and other details. The accounting
server acknowledges receipt of the stop packet, and al iswell. If the server does not or cannot handle the contents
of the Accounting-Request packet, it is not allowed to send a recel pt acknowledgment to the client.

In thisinstance, the RFC recommends that a client continue to send its packets to the accounting server when it has
not received an acknowledgment that its Accounting-Request packet has been processed. In fact, in large distributed
networks, it is desirable to have severa accounting servers act in around-robin fashion to handle failover and
redundancy needs. An administrator can carry this mentaity further and designate certain accounting serversto
handle different requests—one for his did-up users, onefor hisDSL customers, and yet another for ISDN
connections. Additiondly, the proxy functiondity present in the authentication and authorization relms of RADIUS
are aso alowed in the accounting phase, as the accounting server may make requests of other serversto assist in the
processing of Accounting-Request packets.

4.2.1 Moreon Proxying

RADIUS accounting proxies act in much the same way as RADIUS authenti cation/authori zation proxies do.
Congder thefollowing process:

1.

The RADIUS client gear sends the Accounting Start packet to the accounting server.

The receiving accounting server logs the packet. It may then add the Proxy-State attribute and accompanying
details (though it is not required to do o). It updates the request authenticator and then forwardsthe
information to aremote machine.

This remote machine logs the incoming, forwarded packet. It then does what the first server could not do
(that isto say, it performs the action that was required of the proxy), retains and copiesdl of the Proxy-State
attributes exactly as they appeared, and sends an Accounting-Response packet back to the origina
forwarding server.

The origina forwarding server receives the acknowledgment, strips out the Proxy-State information,
constructs and adds the Response Authenticator, and sends the modified acknowledgment response back to
the RADIUS client gear.

Figure 4-1 showsthe flow of this process.
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4.3 The Accounting Packet Format

Asmentioned in Chapter 2, the RADIUS protocol uses a UDP foundation to transmit packets between clients,
sarvers, and proxies. While the origind RADIUS accounting RFC (number 2139, to be exact) specified that
accounting transactions should take place on port 1646, the latest RFC (2866) changed the port to 1813, because
port 1646 was aready assigned to the sasmsg-port service.

The packets are broken down into four distinct regions, which are discussed next.

4.3.1 Code

The code region is one-octet long and indicates the type of RADIUS accounting information transmitted in that
packet. Packetswith invaid code fields are thrown away without notification. Valid codes are:
4

Accounting-Request
5

Accounting-Response

4.3.2 |dentifier

Theidentifier region is one-octet long and is used to perform threading, or the automated linking of initid requests and
subsequent replies. RADIUS accounting servers can generdly intercept duplicate messages by examining such
factors as the source | P address, the source UDP port, the time span between the suspect messages, and the
identifier field.

4.3.3 Length

Thelength region istwo-octets long and is used to specify the length of aRADIUS accounting message. Thevauein
thisfield is caculated by analyzing the code, identifier, length, authenticator, and attribute fields and finding their sum.
The length field is checked to ensure dataintegrity when an accounting server receives a packet. Vaid length values
range between 20 and 4095.

The RFC specification requires certain behaviors of RADIUS serverswith regard to incorrect length data. If the
accounting server receives atranamission with amessage longer than the length field, it ignores all data past the end
point designated in the length field. Conversdly, if the server receives a shorter message than the length field reports,
the server will discard the message.

4.3.4 Authenticator

The authenticator region, often 16-octetslong, isthe field in which the integrity of the packet's payload isinspected
and verified. Inthisfield, the most important octet—the value used to authenticate replies from the accounting
server—istransmitted before any other.

There are two digtinct types of authenticators: the request and response authenticators. Request authenticators,



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

4.4 Accounting Packet Types

At this point, we have covered the structure of the packets that RADIUS uses to transmit accounting data. But we
need to establish the identity and properties of these specific packets. There are two RADIUS packet typesthat are
relevant to the accounting phase of an AAA transaction:

Accounting-Request
Accounting-Response

The next section will step through these packets and detail their intent, format, and structure,

Accounting-Request

Packet Type Request

Code 4

\dertifier Unique for each request; unique for each transmisson of

modified data
Authenticator Request
Attribute Data 0 or more attributes

Accounting-Request packets are sent from the client to the server. Remember that aclient can be atrue RADIUS
client or another RADIUS server acting as a proxy. The client sends the packet with the code field set to 4. When
the server recelvesthis request packet, it isrequired to transmit an acknowledgment to the client unlessit cannot
handle or process the packet. In this case, it cannot transmit anything to the client.

With the exceptions of the User-Password, CHAP-Password, Reply-Message, and State attributes, any other
attribute allowed in an Access-Request or Access-Accept packet can be used inside an Accounting-Request packet.

%> 4. Chapter 3 discusses dl standard RADIUS attributes and their properties, including the
U packetsin which they are dlowed to beincluded. Check there for acomplete overview of
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4.5 Accounting-specific Attributes

In the following section, I'll cover the attributes of the globa RADIUS space that are specific to the accounting phase
of an AAA transaction. Much likein Chapter 3, each of the current 12 accounting-specific attributeswill be a
separate tidbit of information, including an at-a-glance properties chart and ashort discussion of key pointsand
important congderations. Again, Appendix A isachart of the entire globa RADIUS attribute list, covering &l phases
of the AAA modd, and should serve as auseful quick reference.

Acct-Status-Type

Attribute Number 40

Length 6

Vdue ENUM

Allowedin Accounting-Request
Prohibitedin Accounting-Response
Presence in Packet Required

Maximum Iterations 1

This attribute indicates whether the Accounting-Request packet is being sent upon the user first authenticating and
connecting to the network or upon the user finishing use of the services and disconnecting. It can aso be used to
mark when to start and stop accounting should the RADIUS client gear require rebooting or other system
maintenance. Note that when RADIUS client gear crashes, stop recordsin genera are not sent to the accounting
server. Obvioudy, this hasthe potentia to mess up accounting data, and a crashed client is not dl that uncommon.

The payload vaue of the attribute contains 15 possible vaues, each of which arelisted in Table 4-1.

Table 4-1. Vauesfor the Acct-Status-Type attribute

Value Statustype
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Chapter 5. Getting Started with FreeRADIUS

Up to thispoint, I've talked about the theoretica underpinnings of both the authenti cation-authori zation-accounting
(AAA) architecture aswell asthe specific implementation of AAA characterigticsthat isthe RADIUS protocol. | will
now focus on practica applications of RADIUS: implementing it, customizing it for your specific needs, and extending
its cagpabiilities to meet other needsin your business. Firgt, though, | need a product that talks RADIUS.

Enter FreeRADIUS.

[ TeamLiB]
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5.1 Introduction to FreeRADIUS

The developers of FreeRADIUS speak on their product and its devel opment, from the FreeRADIUS web sSite:

FreeRADIUS is one of the most modular and featureful [Sic] RADIUS servers available today. 1t has been written by
ateam of developerswho have more than a decade of collective experience in implementing and deploying RADIUS
software, in software engineering, and in Unix package management. The product isthe result of synergy between
many of the best-known namesin free software-based RADIUS implementations, including several developers of the
Debian GNU/Linux operating system, and is distributed under the GNU GPL (version 2).

FreeRADIUS isacomplete rewrite, ground-up compilation of aRADIUS server. The configuration files exhibit
many smilaritiesto the old Livingston RADIUS server. The product includes support for:

Limiting the maximum number of Smultaneouslogons, even on aper-user basis

Morethan one DEFAULT entry, with each being capable of "faling through" to the next

Permitting and denying access to users based on the huntgroup to which they are connected

Setting certain parameters to be huntgroup specific

Intelligent "hints' filesthat select authentication protocol s based on the syntax of the username

Executing externd programs upon successful login

Using the $INCLUDE filename format with configuration, users, and dictionary files

Vendor-gpecific attributes

Acting asaproxy RADIUS server

FreeRADIUS supports the following popular NAS equipment:
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5.2 Installing FreeRADIUS

At present, the FreeRADIUS team doesn't offer precompiled binaries. The best way to start off isto grab the latest
source code, compressed using tar and gzp, from the FreeRADIUS web site at http://mww.freeradius.org. Oncethe
fileison your computer, execute the following command to uncompressthefile:

tar -zxvf freeradius.tar.gz

Next, you'll need to compile FreeRADIUS. Make sure your system at least has gec, glibe, binutils, and gmake
ingtalled before trying to compile. To begin compiling, change to the directory where your uncompressed source
code lies and execute ./configure from the command line. Y ou can dso run ./configure -flags and customize the
settingsfor theflagsin Table 5-1.

Table5-1. Optiond configuration flagsfor FreeRADIUS

Flag Purpose Default
- - enabl e- shar ed[ =PKGS] Builds shared libraries. Yes
--enabl e-stati c[ =PKGS] Builds datic libraries. Yes

--enabl e-fast-instal | [=PKGS] | Optimizestheresulting filesfor

fastest installation. ves
_with-gnu-ld Make_ﬁtheprocedureassumethec No
compiler usssGNU ID.
--di sabl e-1i bt ool - | ock g\g(ﬂogréngbﬁzzgm Thismay Not gpplicable
--wi th-1ogdir=DIR Specifiesthe directory for log files. LOCALSTATEDI R/ | og
--W th-radacctdir=DIR Specifiesthe directory for detall files. | LOGDI R/ r adacct

Specifiesthe directory for

) o SYSCONFDI R/ r addb
configuration files

--wi t h-raddbdi r=DI R

Makesthe dictionary case

--wi t h-dict-nocase . . Yes
IngEEengtive



http://www.freeradius.org/default.htm
http://www.dialways.com/default.htm
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5.3 In-depth Configuration

At this point, you've compiled, installed, configured, started, and tested a smple FreeRADIUS implementation that is
functiona. However, 99.5% of the RADIUSAAA implementations around the world arejust not that smple. In this
section, I'll delve into the two major configuration files and discuss how to tweak, tune, customize, and effect change
to the default FreeRADIUS ingtdlation. In Chapter 6, I'll discuss advanced topics, such as pluggabl e authentication
module (PAM) support, integration with MySQL, LDAP usage, and other topics.

5.3.1 Configuring radiusd.conf

radiusd.conf fileisthe central location to configure most aspects of the FreeRADIUS product. It includes
configuration directives aswell as pointers and two other configuration files that may be located € sewhere on the
machine. There are aso generd configuration options for the multitude of modules available now and in the future for
FreeRADIUS. The modules can request generic options, and FreeRADIUS will pass those defined optionsto the
module through its AP!.

Before we begin, some explanation is needed of the operators used in the statements and directives found in these
configuration files. The = operator, as you might imagine, setsthe vaue of an attribute. The := operator setsthe value
of an attribute and overwrites any previous vaue that was set for that attribute. The == operator compares a state
with aset value. It's critical to understand how these operators work in order to obtain your desired configuration.

In this chapter, I'll look at severa of the genera configuration optionsinsde radiusd.conf. Some of the more
advanced directivesin thisfilewill be covered in Chapter 6.

pidfile

Thisfile contains the process identification number for the radiusd daemon. Y ou can use thisfile from the command
line to perform any action to arunning instance of FreeRADIUS. For example, to shut FreeRADIUS down without
any protests, issue;

kill -9 “cat /var/run/radiusd. pid'

Usage:

pidfile = [path]

Suggestion:

pidfile = ${run_dir}/radiusd. pid

user and group

These options dictate under what user and group radiusd runs. It isnot prudent to alow FreeRADIUS to run under
auser and group with excessive permissions. In fact, to minimize the permissions granted to FreeRADIUS, usethe
user and group "nobody." However, on systems configured to use shadow passwords, you may need to set the user
to "nobody" and the group to "shadow" so that radiusd can read the shadow file. Thisisnot adesrableidea. On
some systems, you may need to set both the user and group to "root,” athough it's clear why that is an even worse
idea

Usage:
user = [usernane]; group = [groupnane]

Suaaestion:
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5.4 Troubleshooting Common Problems

Inthissection, I'll take alook at some of the most frequently occurring problems with anew FreeRADIUS setup and
how to fix them.

5.4.1 Linking ErrorsWhen Starting FreeRADIUS

If you recelve an error Smilar to the following:

Modul e: Loaded SQL
rimsqgl: Could not link driver rlmsql_nysqgl: file not found
rimsqgl: Make sure it (and all its depend libraries!) are in the search path

radi usd. conf[50]: sql: Module instantiation failed.

It means that some shared libraries on the server are not available. There are a couple of possible causes from this.

Firg, thelibrariesthat are needed by the module listed in the error messages couldn't be found when FreeRADIUS
was being compiled. However, if adtatic verson of the module was available, it was built a compiletime. Thiswould
have been indicated with very prominent messages at compiletime.

The other causeisthat the dynamic linker on your server is not configured correctly. Thiswould result in thelibraries
that are required being found at compile time, but not run time. FreeRADIUS makes use of standard callsto link to
these shared libraries, o if these cdllsfail, the system is misconfigured. This can befixed by telling the linker where
these libraries are on your system, which can be donein one of the following ways:

Write a script that starts FreeRADIUS and includesthe variable LD_LIBRARY_PATH. This setsthe paths
wherethese libraries can be found.

If your system dlowsit, edit the /etc/ld.so.conf file and add the directory containing the shared librariesto the
list.

Set the path to these libraries ingde radiusd.conf using the libdir configuration directive. The radiusd.conf file
has more detailson this.

5.4.2 Incoming Request Passwords Are Gibberish

Gibberishisusudly indicative of an incorrectly formed or mismatched shared secret, the phrase shared between the
server and the RADIUS client machine and used to perform secure encryption on packets. To identify the problem,
run the server in debugging mode, as described previoudy. Thefirst password printed to the console screen will be
ingde aRADIUS attribute (e.g., Password = "rnei s\dfkjdf 7482odf") and the second will be in alogged message
(e.g., Login failed [rneig/dfkjdf 74820df]). If the data after the dash is gibberish—ensureit's not just areally secure
password—then the shared secret is not consistent between the server and the RADIUS client. Thismay even be
due to hidden characters, so to be completely sure both are the same, delete and re-enter the secret on both
meachines,
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Chapter 6. Advanced FreeRADIUS

Congratulaions! Chances are that, by now, you have a base FreeRADIUS system up, running, and tested to be
working correctly. But it's probably not an optimal system for your implementation and needs. In this chapter, I'll take
alook at some of the more advanced tools and methods you can use to extend the capabilities of FreeRADIUS and
better integrate it with your exigting environmen.

[ TeamLiB]
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6.1 Using PAM

FreeRADIUS supports the pluggabl e authentication model, or PAM, but that must be enabled a compiletime. (A
discussion of PAM isbeyond the scope of this book; however, an excdlent introduction to PAM, with answersto
some frequently asked questions, isavailable a http://Amww.kernd .org/puby/linux/libs/pam/FAQ.) However, the
current support for PAM israther non-standard. In most RADIUS distributions, to enable PAM in transactions,
enter User-Password = PAM in the users file; thisisnot supported in FreeRADIUS. Y ou must instead use
Auth-Type = Pam. For example, hereisaconfiguration stanzafor a non-specific (that isto say, default) user
configured for PAM authentication, when helogsin from aspecific RADIUS client machine:

DEFAULT Aut h-Type : = Pam NAS-1|P- Address == 206. 229. 254.5
Servi ce- Type = Franed- User,
Fr aned- Prot ocol = PPP,
Franmed- | P- Addr ess = 255. 255. 255. 254,
Filter-1d = "20nmodun”,
Framed- MTU = 1500,

Fr amed- Conpr essi on = Van-Jacobson- TCP-| P

In some configurations, you may have specific entries configured in the /etc/pam.d file. Thefollowing usersfile
configuration stanza uses aunique "Pam-Auth = x" identifier to direct the RADIUS server to aspecific pam.d entry.
FreeRADIUS defaults this string to RADIUS:
DEFAULT Aut h- Type := Pam Pam Auth == "hasselltech-radius", NAS-IP-Address == 127.0.0.1
Servi ce- Type = Franed- User,
Fr amed- Pr ot ocol = PPP,
Framed- | P- Address = 255. 255. 255. 254,
Filter-1d = "15i ntonly",
Framed- MTU = 1500,

Fr amed- Conpr essi on = Van-Jacobson- TCP-| P

Ensure that your compiler's settings are configured to enable PAM support when you first begin your FreeRADIUS
ingtallation.

Open your radiusd.conf file and scroll to the modules section. Enable PAM functiondity by examining the pam
section ingde the modules divider. The vauefor the pam_auth string corresponds with afilein the /etc/pam.d
directory on your system. Enter aname here, and make anote of it, as shown in thisexample:

pam {

#

# The nane to use for PAM aut henticati on.

# PAM | ooks in /etc/pam d/ ${pam aut h_nane}

# for its configuration. See 'redhat/radi usd-pan
# for a sanple PAMconfiguration file.
#

#

#

#

p

Note that any PamrAuth attribute set in the 'users'
file overrides this one.

am aut h = radiusd

}

In the same file, scroll down to the authentication section and make sure the pam lineis not commented out:

aut henticate {
pam
uni x
| dap
nmschap
eap

-~ HHH®

Now, navigate to the /etc/pam.d directory on your system and cregte afile with the same name you specified in the


http://www.kernel.org/pub/linux/libs/pam/FAQ
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6.2 Proxying and Realms

FreeRADIUS can act as aproxy server that adheres to the RFC specifications. To useredms, auser will likely did
in with apreferred syntax as discussed in Chapter 2: commonly, thisisin the format of user @realm or realm/user.
To configure the proper syntax for your implementation, consult the realm module configuration section of the
radiusd.conf file (inthe /etc/raddb directory).

Further relm configuration takes place in the /etc/raddb/proxy.conf file. Thereisaso another file, /etc/raddb/realms
, but the developers of FreeRADIUS suggest using the more expandable and functiona proxy.conf filefor this
purpose. The proxy.conf fileligts various settings and configuration directives for the proxy functionality, aswell asa
realm configuration section in which you detail which reslms belong to which authentication hogts. For example, for
thereelm ralint, the following entry would be added to the proxy.conf file

realmralint {

type = radi us

aut hhost = radi us. ral ei ghi nternet.com 1645
acct host = radi us.ral ei ghi nternet.com 1646
secr et = triangle

nostrip

}

Y ou can also configure local real ms whose authentication requests are not proxied. In this case, you don't need to list
asecret in the configuration. For instance:

real m dur hammet {
type= radi us
aut hhost = LOCAL
acct host = LOCAL

}

A NULL realm can be used for authentication requests without arealm specified. A NULL entry might ook
something likethis
real m NULL {

type= radius

aut hhost = radi us. ral ei ghi nternet.com 1645

acct host = radi us. ral ei ghi nternet.com 1646

secret= triangle

}

Findly, muchlikeinthe usersfile, there can beaDEFAULT entry that will gpply to dl other reimsnot explicitly
meatched. Hereisan example:

real m DEFAULT {
type= radi us
aut hhost = radl ocal . corp. ral ei ghi nternet.com 1645
acct host = radl ocal . corp.ral ei ghinternet.com 1646
secret= i anmot am cr osof t machi ne

}

There exist severd more options with which you can configure proxying and realm functiondity in the proxy.conf file
Table 6-1 liststhe options.

Table 6-1. Redm and proxy configuration options

Option Description
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6.3 Using the clients.conf File

In Chapter 5, | configured avery basic FreeRADIUS system using the plain-vanilla clients file. Thét fileis
obsolesced by the more flexible clients.conf file. It'svery smpleto configure, however.

There are two types of entriesin the clients.conf file: dlientsand NA Ses, or more generaly, RADIUS client
equipment. Clients are standard requestors used in most authentication scenarios. In the case of aclient entry, the
canonical name or | P address of the origina source request will be matched to an entry in the clients.conf file, and
the secret will be compared to verify the integrity of the request. A NAS entry isused for all RADIUS client
equipment whereit's actually aNAS or another type of client. The NAS entry changesthe criteria by which request
information is compared to an entry: NAS entries use the NAS-I P-Address attribute in the origina source request to
match the appropriate entry and then progress to the NAS-Ident attribute.

A sample complete clients.conf entry shown here:
client 172.16.1.55 {

secr et = donttel |l anyone

short nane = total contro

vendor = 3comnusr

type =tc

 ogin = lroot

passwor d = changene
nas 172.16.1.66 {

secret = i amanas

short nane = max6000

vendor = | ucent

type = ascend

 ogin = lroot

passwor d = changene

[ TeamLiB]
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6.4 FreeRADIUS with Some NAS Gear

For avariety of reasons, vendors have been known to not adhere to RFC specifications. Often their products are
based on an early draft of aproposed specification, sometimes vendorsfail to update their productsto the revised
guidelines, and sometimes vendors smply choose to ignore the specification entirely. In any case, as an adminigtrator
you must cope. Unfortunately, the concept of vendor-specific irregularities and peculiaritiesisnot foreign to NAS
gedr.

Thissection isdesigned to at least familiarize you with the vagaries of usng some modds of terminal server equipment
with FreeRADIUS. Wherever possible, | will offer aworkaround, another option, or some other recommendation to
assist you in compensating for the problem.

6.4.1 Ascend Equipment

Traditionally, the attributes specific to Ascend termina server gear are sent by FreeRADIUS as vendor-specific
atributes, as per the RADIUS RFC. However, the Ascend NAS equipment itself sendsits own attributes (those that
are specific to the Ascend equipment) asregular, globa space attributes, which, of course, causes problemswith
other attributes as specified in the RFC. If you suffer from a problem related to Ascend's non-standard way of
dedling with its specific attributes, you will seeinvaid Message-Authenticator messagesin your log files.

There are two optionsto fix this problem. Thefirst isto enable support for vendor-specific attributes on the Ascend
equipment. There are different stepsto follow depending on which model of termina server you have. If your model
isthe Max6000 or Max4000 series with the menu-style TAOS interface, follow these ingtructions:

1.

Go to Ethernet, select Mod Config, and then choose Auth.

Find the Auth-Compat option at the bottom of the menu. Change thisfrom its current setting, OLD, to VSA.

Save the change to make it active.

If you havethe Max TNT modd or the Apex 8000 series with the command-line-driven TAOS system, execute the
following commands from ashell prompt.

nas> read external -auth
nas> set rad-auth-client auth-radius-conpat
nas> set rad-acct-client acct-radi us-conpat

nas> wite

vendor - specific
vendor - specific

The other option isto perform the opposite change: enable the old attributes on the FreeRADIUS machine. Thisisa
bit easier to do, since dl that isrequired is preceding the Ascend attributes with X- wherever they're found. For
example, the vendor-specific attribute Ascend-Data-Filter would become, in old-style attribute naming,
X-Ascend-Data-Filter. It'sworth noting that some Cisco equipment has the capability to emulate Ascend NAS gear
with 100% compatibility, so consider whether you have mixed gear when choosing the option to rid yourself of the
Ascend integration problems.


http://totalservice.usr.com/default.htm
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6.5 Using MySQL with FreeRADIUS

Many FreeRADIUS users have been toying with interacting radiusd with MySQL, which isawonderful open source
database product. Using a database allows the administrator to query data and produce reports after transactions are
complete using astandard language, SQL, which is supported across platforms. Also, a database allows users and
passwords to be kept in acentra place, and other services can access it and make said database an extensible,
complete resource. Additionally, it's a centraized adminitration point, which reduces the administrative headache of
offering aservice to the public. This section describes one possible setup to dlow FreeRADIUS to authenticate
againgt auser database held insde MySQL.

By using MySQL, you put the contents of the users file inside the database, and instead of storing al of the user
information in onefile, with separate tanzas for each user, the datawill now exist in severa different database tables.
Thismgorly improves speed and scalability and offers amodicum of flexibility, too.

First, download, compile, and install MySQL for your RADIUS machine. There are several web resources available
to assg you in doing this.

The MySQL web site (http:/mww.mysgl.com) offers database downloads as well as API information,
graphical tools to manage the database, applications contributed by third parties, and complete
documentation for the core database product.

Thereisaso aconvenient Windows-based tool to manage aremote MySQL database called SQLion (
http:/Aww.exxatools.com/SQLion.html) that will make it easy to create and populate tables. Of course, in
lieu of a desktop-based product, thereis a so the venerable Linux tool, phpMyAdmin (
http:/Aww.phpwizard.net/projectsphpMyAdmin/), which can be used over the Web for much the same

purpose.

= It isimperative that you have the mysgl-devel packageinstdled (with headersand libraries
included) before compiling and ingaling FreeRADIUS. If you don't, radiusd will not

compilewith MySQL support properly.

To begin therest, follow these steps:
1.

Download, compile, and ingtall FreeRADIUS. This processisdetailed in Chapter 5. Using MySQL in
conjunction with radiusd doesn't cal for any specid compile-time or indal-timeflags, so avanillaingdlation
should function correctly.

Configure thetest RADIUS system, also as described in Chapter 5. Y ou will want to add auser in the shell
(usethe useradd command) to use for authentication purposes. The remainder of this section will assumeyou
created auser "radius’ in the system that belongsto agroup "radius.”


http://www.mysql.com/default.htm
http://www.exxatools.com/SQLion.html
http://www.phpwizard.net/projects/phpMyAdmin/default.htm
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6.6 Simultaneous Use

Recall from Chapter 1 that RADIUS isastateless protocol. Additionally, because of the way RADIUS accounting
works, it'sentirely possible and even probable that a RADIUS server will have an internd list of who is currently
logged on that is different than the actual ate of the RADIUS client ports—in other words, your RADIUS server
may think users are logged on when they redly aren't, and vice versa. Fortunately, most NA'S equipment includes
some mechanism by which the administrator (or the RADIUS daemon servicing authentication requests) can query it
to find out which user is assigned to what port. This could be done through Telnet, the deprecated finger protocal, or
even the Simple Network Monitoring Protocol (SNMP).

Thisahility isespecidly important when attempting to control multiple logins at the same time from the same user.
There exigts a utility to tell FreeRADIUS to check on the terminal server firgt to seeif auser isaready logged on
before denying his request to log on, thereby compensating for the RADIUS accounting discrepancies. The best way
to do thisisby ingtdling two modules—the SNMP_Session and BER modules—from the popular traffic-monitoring
program MRTG. (These are core Perl modules, actudly.) Having those modulesingtdled letsa utility included in
FreeRADIUS, the checkrad script, communicate with the termind server equipment directly using the SNMP
protocol. Y ou can obtain more information and download these modules from the " SNMP Support for Perl 5 web
Steat http:/Mmww.switch.chvmisc/leinen/sn mp/perl/.

% 4. Ifyouhave USR/3Com Total Control termina server gear and you want to make use of
" the checking routine, you will need the Net:: Telnet module for Perl 5. This can be obtained
from the CPAN archive at http://mww.perl.com/CPAN/.

To enforce asmultaneous-use restriction, you need to add a parameter to either an individual user'sentry or a
DEFAULT entry inthe RADIUS usersfile (/etc/raddb/users). The vaue of the Smultaneous-Use attribute isthe
number of sessionsthat can occur at the same time with the same username. To enforce arestriction on user awatson
, for example, of two smultaneous connections, | would configure auser entry for her smilar to the following:

Awat son Aut h- Type : = System Sinultaneous-Use := 2
Servi ce- Type = Franed User

<continue attribute listing>

Y ou can aso define a certain group of users—for example, amultilink group that can have two logins
concurrently—while the rest of the user base can only have one smultaneous session. To achievethis, usethe
following DEFAULT entries and the fdl-through feature:

DEFAULT Goup == "multilink", Sinultaneous-Use := 2
Fal | - Through = 1
DEFAULT Si mul t aneous-Use = 1

Fal |l - Through = 1

Oncethisis configured, the server now knowsto use the checkrad script (located at either /usr/local/sbin/checkrad
or /usr/shin/checkrad). When doesit invoke the script? When a user connects, FreeRADIUS looksiniitslist of
currently active users, which iskept in /var/log/radutmp. (Executing radwho at acommand prompt will display the
contents of thisfile on the screen.) If it finds that the username associated with the pending request isdready listed in
radutmp, then it will execute the checkrad script. The checkrad script then communicateswith the NAS gear via
finger, Telnet, or SNMP and determines whether that user isindeed logged on. It then either accepts or deniesthe
request for a concurrent session based on the value of the Smultaneous-Use ttribute as configured in the usersfile

‘ ‘g‘ Ra foranarned that the | aad and nerformance imnact of 119 na checler ad can be Arnnte


http://www.switch.ch/misc/leinen/snmp/perl/default.htm
http://www.perl.com/CPAN/default.htm
http://www.freeradius.org/default.htm
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6.7 Monitoring FreeRADIUS

Part of proactive system administration is monitoring for problems before they occur. While you, asthe adminigtrator,
are probably at your office and within reach of the RADIUS server for 8-12 hours aday, the remaining hours aren't
devoid of userswho depend on your service. What happens when (not if) your FreeRADIUS server has aproblem
and you're not around?

This section describes using somefredly available toolsto set up FreeRADIUS such that if it hgppensto shut down
because of an error, it automatically restarts. Whileit's fill your responsbility to troubleshoot the problem, it does
recover the service so you don't have to ded with angry users calling because they can't get on the Internet.

Let'suse Dan Berngtein's DaemonTools package, and in particular, its"supervise”' service to monitor radiusd. To get
sarted, surf to the DaemonTools web site at http://cr.yp.to/daemontool shtml, download the package, and ingtall it.
Dan has complete ingallation ingtructions on hisSte aswell asagood ded more documentation that outlines and
detailsthe capabilities of DaemonTools. That's beyond the scope of this application, but it'slikely you can find ause
for some of the service management that DaemonTools provides.

Oncethetoolsareinstalled, you need to create aRADIUS service directory that DaemonTools can use. It's
common practice to place this directory on the /var partitioninthe svc directory, athough it can be placed anywhere
you choose. For the rest of this section, I'll assume you chose the /var/svc/radiusd directory. Make the directories,
and then open up your favorite text editor.

In the text editor, you need to create asmple shell script, caled run, that will call up radiusd intheevent it fails.
Herdsasample;

#1/ bin/sh

exec /usr/local/sbin/radiusd -s -f

Of course, replace these directories with ones gppropriate for your machine as needed. The -f flag isimportant in this
case it tells FreeRADIUS to stay on the console screen and not return to acommand prompt. If it detachesitsalf,
DaemonToolswill think it died and attempt to restart it using the shell script provided above.

Now, make that script executable:
chnmod +x /var/svc/radi usd/ run

Findly, tel DaemonToolsto watch FreeRADIUS.
Supervi se /var/svc/radi usd.

DaemonToolsis now setup and will restart radiusd upon its degth.

Table 6-7 lists additiona maintenance commands, available from the DaemonTools svc utility, that you will likdly find
useful.

Table 6-7. FreeRADIUS service management commands

Action Command



http://cr.yp.to/daemontools.html
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Chapter 7. Other RADIUS Applications

The previous two chapters have focused on using the FreeRADIUS product as the basis of an

authenti cation/authorization/accounting system for aregular Internet service provider-style setup. In this chapter, I'll
cover FreeRADIUS in conjunction with Web, LDAP, and email servers, and will discuss a utility, RadiusReport, for
parsng RADIUS accounting files to glean va uable information from them.

[ TeamLiB]
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7.1 RADIUS for Web Authentication

Chances are good that you have an area of your web site that needs to be protected from genera public access. If
you use the Apache web server, you may be familiar with the various methods by which this can be done: using an .
htaccess and . htpasswd combination, setting Unix file sysem permissions, using Allow and Deny directivesinsde
the Apache configuration file, and others. However, it's now possible to instruct Apache to authenticate against an
exising RADIUS database of users, thereby protecting the area of your web site from unknown users and alowing
accessto those you trugt.

This authentication is done using amodule devel oped for Apache 1.x called mod_auth_radius. (Apache 2.0 had not
been released at the time, and the module has yet to be updated for Version 2.0.) In effect, Apache becomesa
RADIUS dlient—occupying the traditiond position of the NAS in the authentication chain—and hits off the RADIUS
server for authentication and accounting requests. Not only does this save adminigtrative time by consolidating what
potentially could become two user databases into one, but it also alows for more flexibility. Namely, RADIUS
accounting can be used to track usage statistics for this protected site. Apache can keep detailed logs, but sometimes
it'shelpful to havedl audit information in one place.

There are severd potentia gpplicationsfor thismodule. The following scenarios are likely candidates for thismodule:

A corporation who wantsto create aspecid Intranet Site specifically for its remote, mobile, and home users

An Internet service provider who wishesto create a private site for subscribers only; perhaps abilling or
support stethat containstechnica information suitable only for paying customers

A web-based business that slls subscriptions to an online database or an online journal

And there are many others.

7.1.1 The Functionality

Themod_radius_auth module follows a predictable pattern initsuse. A typicd transaction occurslikethis:
1

The browser submits a page request for http:/Amww.website.com/index.html.

Apache seesthat the directory is secured and sends an Authorization Required prompt (with spacesfor the
username and password) to the end user.

The user responds to the authentication request with his credentias. The browser sends the response, and the


http://www.website.com/index.html
http://www.freeradius.org/default.htm
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7.2 Using the LDAP Directory Service

The ever-present complaint of systems administratorswho ded with multiple user databases across multiple
platformsisthat of efficiency. Why can't al of my usersbe listed, configured, and managed from one st of tools?
Why can't my various application servers—secured Web, email, newsgroups, and others—all tieinto that one
database and useits list? Without a centralized repository for user information, the effort of smply changing a
password is multiplied by the number of systems on which a unique copy of the password is stored.

Fortunately, there is an answer, and better yet, it's standards based. The Lightweight Directory Access Protocol, or
LDAP, isadirectory-based database of information about users of a particular network. LDAP isaprotocol that
uses standard queries, much like SQL, to talk with acompliant backend. Using LDAP alows applications that
support it to communicate with a centralized database and use itsinformation in their internal operations. Whilea
discussion about LDAP could fill volumes (and, in fact, has), the important fact to take away from thiscommentary is
that FreeRADIUS has full and complete support for LDAP. Thisis part one of the equation. | have an LDAP client,
but it needs something to talk to.

Enter CommuniGate Pro, an excellent email server product from the fine folks at Europe-based Stalker Software (
http:/Mmww.sta ker.com). CommuniGate Pro is designed to run on any number of processor architectures: from the
Intel X86 regimeto IBM's midrange servers and OS/400 computers. The product excelsin every respect: it's
intelligently designed, easy to ingtall and use, and an excellent performer. The product has been subjected to
numerous benchmarksin competition with other Internet mail servers and won each test handsdown. It dsoisafine
LDAP server and can be configured to dlow other gpplicationsto query its user database in full LDAP compliance.
That's part two of our equation.

How doesdl of thisfit together? Most organizations need email functiondity. Of course, you're reading this book
likely because your organization provides dia-up access to end users, ether for profit or as part of your regular
corporate business activities. Allowing FreeRADIUS, arobust RADIUS server, and CommuniGate Pro, an excellent
mail server, to communicate with each other brings you the best of both worlds: stable server platforms and
interoperability to ease the headaches of adminigration.

Inthissection, I'll detail how to make FreeRADIUS authenticate againgt the CommuniGate Pro LDAP user

database. Mogt of the instructionsin this section can be applied to any other LDAP database product, but there are a
few ingtructions specific to CommuniGate Pro that are detailed. Y ou can redlize the benefits of thisintegration with
any LDAP backend, but usng CommuniGate Pro gives you a powerful email server to boot. On that note, let's begin!

7.2.1 Configuring FreeRADIUS to Use LDAP

Toingruct FreeRADIUS to use the LDAP protocol instead of PAM or another local user authentication database,
you need to ingtall the OpenL DAP product. As of thiswriting, the latest version of OpenLDAPis2.0.23. To ingtdl
OpenLDAP on your system, perform the following steps:

1.

Download the product, preferably in .tar.gz form, from the OpenLDAP web Site at
http://mww.openldap.org/software/download)/ .

Decompress the program with the following command:


http://www.stalker.com/default.htm
http://www.openldap.org/software/download/default.htm
http://www.jonathanhassell.com/default.htm
http://www.freeradius.org/default.htm
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7.3 Parsing RADIUS Accounting Files

One of the most useful aspects of RADIUS isthe utility of its accounting portion. Logs from the RADIUS accounting
server can be used for amultitude of purposes, including billing, usage planning, attack forensics, and auditing. Most
Internet service providers have hilling systemsthat directly import, anayze, interpret, and report the data contained
within the accounting logs. But for corporate Stuationsin which billing isn't required or for 1SPswanting information
not provided by the billing system, it's useful to have a utility that will read the logs and report basic information for
the outside of your standard reporting system.

Paul Gregg has created an excdlent utility, written in Perl, caled RadiusReport that offersthisfunctiondity.
RadiusReport alowsyou to import log files and create different reports based on their contents. The utility supports
thelog filesthat FreeRADIUS generates, and it also has support for the following RADIUS servers.

Livingston Radius, Versions 1.16, 2.0, and 2.01

DdeReaed's RadiusNT

Merit Radius

Ascend Radius

Radiator

Novel's BorderManager Authentication Services (requires a separate utility to "massage” the format of the
logs)

RadiusReport will generate dl sorts of useful reports, including the projected telephone bill, reporting filtering based
on specific monthsif you have multiple periods aggregated into asingle file and parsing based on interim months. The
reports are configured and constructed from command-line flagsissued with the program cal. The program will even
read acompressed file, in case you use gzip or tar to compress and archive your old accounting logs.

RadiusReport isa Perl program, so it requires Version 5 of the language to be installed on the system. It aso requires
the POSI X module, which comes bundled with the Perl language in most cases. The utility needs POSIX compliance
to correctly trandate record date information into atimestamp field if your server doesn't make atimestamp.

RadiusReport can be downloaded from Paul Gregg'sweb site at http://www.pgregg.com/projects/radiusreport/.

7.3.1 Generating Reports


http://www.pgregg.com/projects/radiusreport/default.htm
http://www.pgregg.com/projects/radiussplit/default.htm
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Chapter 8. The Security of RADIUS

It'salittleironic that I'm devoting a chapter (albeit shorter than the others) to the security shortcomings of the
RADIUS protocol, but it's something that needs doing. Unfortunately, RADIUS—a protocol designed from the
outset to provide security so that only authorized users can take advantage of resources offered to alarge group of
people—has security problems, and some are actudly quite serious.

The most prominent security vulnerability isrooted in RADIUSswide use. It enjoys support from a number of
network equipment vendors and isfound in nearly al Internet service providers and corporate dia-up
implementations. This popularity, however, is adouble-edged sword. Security vulnerabilitiesin the core RADIUS
protocol leave thousands upon thousands of systems open to compromise. Further, mgor changes can't be madeto
the core protocol, because that would run the risk of breaking compatibility with those same thousands upon
thousands of systemsthat run RADIUS.

In this chapter, I'll discussthese vulnerabilities, offer some workarounds that protect your systems better, and close
with acommentary from a security analyst on why users of RADIUS should push for minor protocol changes.
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8.1 Vulnerabilities

It has been discovered by many that RADIUS has some fundamental flawsthat may alow an attacker to
compromisetheintegrity of atransaction. Primarily, the User-Password protection mechanismisinherently quite
insecure, employing encryption and cryptographic techniques improperly. The concept of aresponse authenticator
insdethe RADIUS packet is genuinely good, but the implementation of such in the protocol is poorly designed. The
Access-Request packet is not authenticated—at |east as per the protocol specification—by any machine party to the
transaction. The randomness of aclient's generation of request authenticatorsis not redly random enough. And
finally, the shared secret is a primitive method of securing RADIUS client-to-server transactions.

Now I'll look at each of these vulnerabilitiesin greater detail.

8.1.1 MD5 and the Shared Secr et

The shared secret is vulnerable because of the weak MD5 hash that hides the response authenticator. A hacker
could easlly attack the shared secret by sniffing avalid Access-Request packet and its corresponding response. He
can easily get the shared secret by pre-computing the M D5 cd culation from the code, 1D, length, request
authenticator, and attributes portion of the packets and then resuming the hash for each guess he makes.

8.1.2 The Access-Request Packet

Thereisno verification or authentication of the RADIUS Access-Request packet, as per the RFC specification, by
default. The RADIUS server will perform acheck to ensure that the message originated from an | P addresslisted as
one of itsclients, but in thisday and age, spoofed | P addresses are easy to find and use. Thisisa serious limitation of
the RADIUS protocol design.

Asof now, the only workable solution isto require the presence of the M essage-Authenticator attributein al
Access-Request messages. Briefly, the Message-Authenticator isthe MD5 hash of the entire Access-Request
message, using the client's shared secret asthe key. When aRADIUS server is configured to only accept
Access-Request messages with avaid Message-Authenticator attribute present, it must silently discard those
packetswith invalid or missing attributes. More information on the M essage-A uthenticator attribute can befound in
Chapter 9 or in the RFC 2869.

If your implementation somehow prevents the use of the M essage-A uthenticator attribute, at least consider using
some sort of account-lockout festure, which disables authentications after a specified number of authentication
attemptswithin aspecified time.

8.1.3 The User-Password Cipher Scheme

The way in which the User-Password attribute is handled, on avery genera bass, isknown as astream cipher. A
stream cipher isan encryption method that works with continuous streams of input, which isusualy a stream of
plain-text bits rather than fixed blocks; its oppositeisa block cipher , which isan encryption method that processes
input in fixed blocks of input, which are typicaly 64- or 128-bitslong. A stream cipher generates a keystream, and
thisisused in the encryption: when you combine this keystream with the plain-text input stream using the XOR
operation, the contents of the stream are encrypted. The generation of the keystream can be independent of the plain
text and ciphertext, yielding what is termed a synchronous stream cipher, or it can depend on the dataand its
encryption, in which case the stream cipher is said to be salf-synchronizing.
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8.2 The Extensible Authentication Protocol

EAPisan extension to the PPP protocol that enables avariety of authentication protocols to be used. EAPisnot
tightly bound to the security method. It passes through the exchange of authentication messages, allowing the
authentication software stored in aserver to interact with its counterpart in the client. EAP serves asa sort of
replacement protocol, alowing theinitial negotiation of an authentication protocol (such as CHAP and MS-CHAP
Versons 1 and 2) and then the agreement on both ends of the connection on alink type, which is a specific

EA P-authenti cation scheme. Once these two e ements have been confirmed, EAP alows for an open-ended
conversation between aRADIUS server and itsclient.

EAPisdesigned to function as an authentication "plug-in,” with libraries on both the client and the server end of a
PPP connection. Each authentication schemeis associated with aparticular library file, and once aspecific library has
been dropped into place on both ends, that new scheme can be used. Thus, the protocol can easily be functionally
extended by vendors at any time without having to redesign the whole protocol. EAP currently supports
authentication schemes such as Generic Token Card, OTP, MD5-Challenge, and Transport Level Security (TLS) for
use in smart-card applications and support for certificates. In addition to supporting PPP, EAP isaso supported in
thelink layer as specified in IEEE 802. IEEE 802.1x defines EAP's use in authenticating 802 devices, like WiFi
access points and Ethernet switches.

How does EAP relate to RADIUS? EAP secures RADIUS more. Using RADIUS with EAPisnot an officia
authentication scheme of EAP, rather, look &t it asthe passing of EAP messages of any EAP type by the RADIUS
client gear and the RADIUS server. EAP over RADIUS istypically set up in thisfashion: the access server is
configured to use EAP and also to use RADIUS asiits authentication provider. When a service consumer attemptsto
connect, the service consumer negotiates the use of EAP with the RADIUS client gear. The end user then sendsan
EAP message to the RADIUS client, and the RADIUS client encapsulates the EAP message as aRADIUS message
and sends it to the RADIUS server. The RADIUS server acts on the encapsul ated message and sends a
RADIUS-style message back to the RADIUS client. The RADIUS client then constructs an EAP message from the
RADIUS message and sendsiit back to the service consumer/end user. Figure 8-1 illustratesthisflow.

Figure 8-1. EAP and RADIUSworking together
Sefids imitial EAP packets encapsulated
in a RADIUS standard packet

User Database
RALIUS server respands with standard
NAS machine RADIUG packet. The NAS comstructs an RADIUS server
- EMP messageand sends it o the chent The-corver suthositicite:
. _..ME‘FJ..- . a5 necessary and responds
Thewse of EAF is negotiated &
during the initial stages of
the connection Clfent machir
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8.3 Compensating for the Deficiencies

All of the security issues presented in this chapter have workarounds. Some have been listed within the discussion of
each vulnerability, but this section serves as a quick reference checklist, from which you can decide which
workaroundsto employ in your RADIUS implementation. This section outlines some of the basic steps you can use
to compensate for some of the more nefarious RADIUS design decisions:

Use the IPsec protocol with ESP and an encryption algorithm such as 3DES

When | Psec encrypts the whole RADIUS message, fields open to compromise—namely the request authenticator
fields and the User-Password, Tunnel-Password, and MPPE-K ey attributes—cannot be viewed. To decrypt these
fields, an attacker first must break into the ESP-protected message. This protects the entire RADIUS message and
keepsit from prying eyes.

Require any shared secretsin use to be either 22 keyboard characters long or 32 hexadecimal digits long.

This protects againgt the deficiencies and the unprotected nature of the shared secret concept.
Use a different shared secret for each RADIUS client and server pair.

Thisisjust abasic security measure, much like having a different password for avariety of web sites and computing
resources.

Use the Message-Authenticator attributein al Access-Request messages. On the client side, make sure the
Message-Authenticator is used and ensure it can be configured.

On the server side, require that the Message-A uthenticator attribute be present and also alow herefor its
configuration. This compensates for having no Access-Request messages authenticated anywhere dong the
transaction path.

Use a cryptographic-quality random number generator to generate the request authenticator.

Thisoffsetsthe rather limited quality of the request authenticator's implementation.

Y ou might also consider protecting the links from the end user to the RADIUS client gear using EAP and one of the
strong encryption types available with its use. For example, you could use EAP-TLS, which isa strong EAP method
that requires the exchange of client and RADIUS server certificates. The use of EAP messages inherently requiresa
valid Message-Authenticator certificate, which protects messages that can't otherwise be protected by the use of

| Psec.

Also, dong with EAP, think about using mutua authentication methods. Very smply, both ends of the connection
authenticate their peer in mutua authentication. The authentication attempt isregjected if either end's authentication
fals. EAP-TLSisamutud authentication method: the RADIUS server vaidates the user certificate of the client, and
the client validates the computer certificate of the RADIUS server.

Findly, if the PAP authentication protocol isnot required, disableit on both the client and the server end. PAP should
only be used as a secure connection when it's used in conjunction with OTP and Token Card authentication where
the password is reasonably complex and changes with each use. However, even in this Situation, having PAP enabled
alowsfor misconfigured end usersto negotiate with the RADIUS client gear and at that point, they could potentialy
send unprotected passwords. If a al possible, use EAP with the OTP and Token Card authentication typesinstead
of PAP. In the sameline of thinking, disable LAN Manager encoding if you use MS-CHAP.
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8.4 M odifying the RADIUS Protocol

It may befrustrating to have to employ workarounds to inherent deficienciesin the RADIUS protocol. Asinformed,
knowledgeable RADIUS users (and you are knowledgeable now that you are reading this book), we need to push
for aprotocol revison. JoshuaHill, of InfoGard Laboratories, doquently makesacasefor arevisonin thefollowing

mini-essay.

So, why attempt to modify RADIUS at all? Why not just go to another (presumably more modern and more secure)
protocol? Well, for the most part, the answer is, "'because such a protocol doesn't currently exist." In the near future,
however, Diameter islikely to be released by the IETF.

Diameter isthe planned RADIUS replacement. The great mgority of al the protocol work that has gone into
Diameter has been directed at removing some of the functiond limitationsimposed by the RADIUS protocol.
Effectively, no work has been done that relates to the client/server security of the protocol. (CMSis defined, but this
isasecurity layer for the proxy to proxy interaction, not the client to proxy/server interaction.)

S0, does this mean that they continue to use even RADIUS ad hoc system? No: they removed all security
functionality from the protocol. In essence, the devel opers did the protocol designer's equivaent of punting. Section
2.2 of the current Diameter protocol spec says.

"Diameter clients, such as Network Access Servers (NA Ses) and Foreign Agents MUST support |P Security, and
MAY support TLS. Diameter servers MUST support TLS, but the administrator MAY opt to configure IPSec
ingtead of using TLS. Operating the Diameter protocol without any security mechanism is not recommended.”

So, IPSec and/or TLS handle al security aspects of the protocol. From a security aspect, this sirikesme asavery
good idea. Both IPSec and TLS arefully featured (sometimestoo fully featured) protocols that many people have
reviewed. That's aready much better than RADIUS ever did.

Examining thisfrom adightly different angle gives me some cause for concern, however. It strikes me that the
overhead impaosed by afull TLS/1PSec implementation isvery significant for many current-day embedded devices.
Thiswould seem to indicate that (at least in the near future) manufactures are going to elther continueto use RADIUS
or ignore the Diameter standard and perform Diameter without TLS or |PSec.

Because of this, | suspect that it would be advantageous to push for at least minimal RADIUS protocol revision.
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Chapter 9. New RADIUS Developments

Up to thispoint, I've covered the contents and specifications of the original RADIUS RFC drafts. Since those drafts
were gpproved and published, new advancements in technology have mandated some revisons to those RFCs,
particularly in the areas of tunnel support and new security technologies. In this chapter, I'll cover these updates and
how they might affect your current implementation or any changes you will makein the future.
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9.1 Interim Accounting Updates

RADIUS now includes support for interim accounting updates. Prior to the issuing of the RADIUS Extensons RFC
in June 2000, accounting updates were done primarily at the beginning and end of atransaction, when the server
received Accounting-Start and A ccounting-Stop packets from the user. However, now the server can include the
Acct-Interim-Interva attribute in the message. The value of this attribute is the time (in seconds) between accounting
update messages. An administrator can aso choose to configure aminimum vaue localy on the RADIUS client, but
thisvaue aways overrides any Acct-Interim-Interval value found in an Access-Accept packet.

This attribute can include al the attributes found in the standard Accounting Stop message except the
Acct-Term-Cause attribute. The data sent within the Acct-Interim-Interval packet isaways cumulative; that isto say,
the datain each interim update contains data from the start of the session through the current state of the sesson at
the time the packet is sent. Because this datais cumulative, it's up to the RADIUS client gear to ensure that only one
interim update packet exists on the wire at once. Some RADIUS client machines may choose to add adelay of some
amount of seconds to make sure that the previous condition is satisfied.

[TeamLiB]
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9.2 The Apple Remote Access Protocol

The Apple Remote Access Protocol (ARAP) sends traffic based on the AppleTak protocol across PPP links and
ISDN switched-circuit networks. ARAP istill pervasive in the Apple market, athough the company is attempting to
trangtion into an Apple-specific TCP stack for use over aPPP link. ARAP support istypicaly found in most
RADIUS client gear, and RADIUS now supports authenticating based on the ARAP protocol.

ARAP authentication typicaly takes oneto two steps, asfollows:
1.

Thefirgt stepishasicaly amutua authentication with an exchange of random numbers signed with a key,
which happensto be the user's password. The RADIUS client chalenges and authenticates the did-in client,
and the did-in client chalenges and authenticates the RADIUS client chalenges. First, the RADIUS client
sends random numbers of 32 bitsto the did-in client inade an ARAP msg_auth _challenge packet. Then, the
did-in client uses his password to encrypt the two random numbers sent by the RADIUS client with DES.
Thedid-in client sendsthe result back inamsg_auth_request packet. Findly, the RADIUS client unencrypts
the message based on the password it has on record for the user and verifies the random numbers are intact.
If S0, it encryptsthe challenge from the did-in client and sendsit back inamsg_auth_response packet.

The RADIUS client may initiate a second phase of authentication using optiond add-in security modules,
which are small pieces of code that are run on both ends of the connection and provide read and write
access across the link. Some security token vendors use these add-ins to perform their own proprietary
authentication.

There are some cavesats to integrating ARAP and RADIUS based on theway ARAP isdesigned. Namely, ARAP
transmits more security profile information after the first phase completes but before the second phase of
authentication begins. The profile information is contained within asingle attribute and is a series of numeric
charactersrelating to passwords. Even so, challenge responses and this new profile information must exist at times
that may seem abit non-standard. But it isthe standard.

To dlow an ARAP-based client access to the resources the RADIUS server is protecting, an Access-Request
packet must beissued on behalf of the ARAP client. This process takes place as one would imagine; the RADIUS
client with the ARAP protocol generates a challenge based on arandom number and, in response from the end-user
client, receivesthe chalenge and the username. The rdevant dataiis then forwarded to the RADIUS server indde a
standard RADIUS Access-Request packet. The datathat istransplanted is asfollows: User-Name,
Framed-Protocol with avalue of 3 for ARAP, ARAP-Password, and any other pertinent information like
Service-Type, NAS-IP-Address, NAS-Id, NAS-Port-Type, NAS-Port, NAS-Port-1d, Connect-Info, and others.
Note that only one of the User-Password, CHAP-Password, or ARAP-Password attributes needs to be present in
the Access-Request packet. Any EA P-Messages attributes supercede any of those attributes presence in a packet.

The authentication then takes place. If the RADIUS server doesn't support ARAP, it should return an Access-Reect
message. If it does, then in order to authenticate the user it should verify the user response using the challenge, found
inthe first eight octets of the request authenticator, and the associated response, found in the first eight octets of the
ARAP-Password attribute. The resulting Access-Accept message, if thisinformation is verified and the user isindeed
successfully authenticated, should be formatted in the following manner:
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9.3 The Extensible Authentication Protocol

EAP is supported in the new RADIUS extensions and alows for new authentication typesto be used over links
running on the PPP protocol. Authentication schemes such as public key, smart cards, one-time passwords,
Kerberos, and others are supported over PPP when EAP is used. To support EAP, RADIUS includes two new
attributes—EA P-M essage and Message-A uthenti cator—that are described in this section.

Typicaly, the RADIUS server acts as an intermediary between the client and a backroom proprietary security and
authentication server. It normaly encapsul ates the EAP packets within astandard RADIUS packet, using the
EAP-Message attribute, and then transmits them back and forth between the two machines. Thisletsthe RADIUS
server tak to the other proprietary authentication server using a standard protocol that requires no specia
modifications on the RADIUS server. It can till fully support stlandard RADIUS requests with reduced overhead.

A typica EAP over RADIUS transaction occursin astandard format, which is outlined here;
1

The did-up dient and the RADIUS client gear negotiate the use of EAP within their specific link control
protocol—thisis most commonly PPP.

The RADIUS client then sends an EAP-Request/I dentity message to the client unlessitsidentity has been
verified through some other means, such as callback or caller ID.

The did-up client then responds with an EAP-Response/I dentity message.

The RADIUS client gear receivesthis response from the client and forwards it to the RADIUS server insde
astandard RADIUS Access-Request using the EAP-Message attribute.

The RADIUS server responds with a standard A ccess-Challenge packet that contains an EAP-Message
atribute. The EAP-Message attribute contains afull EAP packet.

The RADIUS client gear unwraps the encapsulated EAP message and forwardsit to the dial-up client.

The authenti cation continues as many times as needed until either an Access-Reject message or an Access-Accept
messageisreceived. If the EAP transaction follows these typical steps, then the RADIUS client gear will never have
to manipulate an EAP packet. Of course, the world is not dways as Smple as that; as such, there are a couple of
cavegtsto this scenario.

Firdt, you must permit proxy capability between RADIUS machinesthat may not be compliant with the EAP
protocol. If the RADIUS client machine sends the EAP-Request/Identity, as described previoudy in step two, the
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9.4 Tunneling Protocols

With the advent of work-from-home strategies and the branch-office concept becoming ever more popular, the
dependence on access to corporate networks and privatized | SPs has become stronger. There exisisaway to use a
sort of tunnel to log in to corporate network over the Internet and access that network's resources as though you
werelocdly attached to it. Although discussing tunnelsis beyond the scope of thisbook, RADIUS does support a
variety of tunneling protocols, both voluntary and compulsory. New RADIUS attributes were introduced with RFC
2868 that provide support for this emerging technology.

Aswell, private | SPs and even some corporate I T data centers want to be able to account for the use of their service
for accounting, billing, and auditing purposes. RADIUS accounting, of course supporting the AAA modd as
discussed in Chapter 1, isan obvious way to collect this data, especidly with the new tunneling-support attributes,
some modificationsto the Acct-Status-Type attribute, and some entirely new attributes specifically focused at
RADIUS accounting.

The new vauesfor the Acct-Status-Type dtribute are listed in Table 9-1.

Table 9-1. New values per RFC 2867 for Acct-Status-Type

Value Name Description Alsorequires
User-Name,
NAS-IP-Address,
Acct-Deay-Time,
Marksthe creation of a Event-Timestamp,
9 Tunnd-Start tunnel with another end Tunnd-Type,
point. Tunnd-Medium-Type,

Tunnd-Client-Endpoint,
Tunnel-Server-Endpoint,
Acct-Tunnd-Connection

User-Name,
NAS-IP-Address,
Acct-Delay-Time,
Acct-1nput-Octets,
Acct-Output-Octets,
Acct-Sesson-ID,
Acct-Sesson-Time,
Acct-1nput-Packets,
Marksthe destruction of a | Acct-Output-Packets,
tunne with another node. | Acct-Terminate-Cause,
Acct-Multi-Session-1d,
Event-Timestamp,
Tunnd-Type,
Tunnd-Medium-Type,
Tunnd-Client-Endpoint,
Tunnel-Server-Endpoint,
Acct-Tunndg-Connection,

10 Tunne-Stop
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9.5 New Extensions Attributes

Inthefamiliar (yet repetitive, | know) format of Chapter 2, | will now detail the new attributes offered in RFC 2869,
aswell asthose specified in the "RADIUS Attributes for Tunnel Protocol Support” (RFC 2868) and "RADIUS
Accounting Modifications for Tunnel Protocol Support” (RFC 2867). They are presented in ascending order of the
attribute number.

Acct-1 nput-Gigawords

Attribute Number 52

Length 6

Vdue INTEGER
Allowedin Accounting-Request

Access-Accept, Access-Request, Access-Reject,

Prohibited in Access-Challenge, Accounting-Response
Presence in Packet Not required
Maximum Iterations 1

The value of this attribute is the number of timesthat the Acct-Input-Octets counter has exceeded and wrapped over
232 since thistransaction'sinception. It can only be present in Accounting-Request packets where the vaue of the
Acct-Status-Typeis either Stop or Interim-Update.

Acct-Output-Gigawords

Attribute Number 53

Length 6
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Chapter 10. Deployment Techniques

It'sthe do-or-die moment: it'stimeto deploy your AAA infrastructure. That infrastructure most likely takestheform
of one or more RADIUS servers (otherwise you would probably not be reading this book). This chapter is designed
to cover many of the inevitable questions that come up with regard to designing a plan to deploy RADIUS servers.

Fird, I'll look at configuring the typica servicesthat are offered by |SPs and corporationsto their clients and then
broaden that to cover extended servicesthat support other business models. Next, I'll discuss how to maintain the
service by designing asecure, highly available network. Following that are two case sudies of RADIUS
implementation design. Findly, I'll provide information about other RADIUS servers, available documentation, and
other resources you can use to support your RADIUS operation.
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10.1 Typical Services

Asyou've learned from the chapters on FreeRADIUS, the users that connect through your RADIUS server must be
ether configured into the users file for the RADIUS server itsdlf or known by aremote syssem with which theinitia
RADIUS sarver can communicate. Anything esefdlsinto the default connection configuration, which is sometimes
known asthe "catchall." Most implementations have a generic configuration that is meant for most usersand afew
user-specific configurations sprinkled about. In the following sections, | will provide examples of both scenarios
whenever appropriate.

10.1.1 System Shell Accounts

The shell account, apopular service 510 10 years ago but less so now, isaunique type of connection that allowed
access to the command line of aremote server. Userswould did in to some NAS gear, which would open a channd
to the remote "shell server,” and it would then prompt the user for authentication information. Assuming he provided
proper credentids, the user was authenticated, got a shell prompt on the remote machine, and the NAS acted asthe
pass through from the client to the server. That's an important distinction, Snce with shell accounts the user is not
provided with adirect P address for the remote network. Since he doesn't have hisown IP, he must talk with a
system that doesin this scenario.

There are two common types of protocols used to connect to shell accounts on machines: Rlogin and Telnet. Rlogin
was more popular, sinceit was the most configurable of the two, but Telnet is more secure. The RADIUS server,
however, must be prepared to support both protocols. An example configuration stanzafrom the RADIUS usersfile
for shell account accessislisted in Example 10-1.

Example 10-1. RADIUS configuration for shell accounts

Jonat han
Servi ce- Type = Logi n,
Logi n- Servi ce = Tel net,
Logi n- | P- Host 172.16. 1. 37

Anna
Servi ce- Type = Logi n,
Logi n- Servi ce Rl ogi n,
Logi n- | P- Host 172.16.1. 38

Of course, you can default the configuration—meaning al userswill use the same configuration, with Rlogin—by
using the excerpt shown in Example 10-2.

Example 10-2. Default shell account configuration
DEFAULT

Servi ce-Type = Login

Logi n- Servi ce = Rl ogin,

Logi n-1P-Host = 172.16.1. 38
10.1.2 Direct Connect Accounts

Today, you'll find most 1SPs provide direct connect accounts using aframed remote access protocol such as SLIP or
PPP. With these accounts, the connecting user is assigned an IP address (or, in the case of Static IP addresses,
allowed to use an address) on the remote network, so that she may function like an actua node on that network.

SLIP and PPP are both available for these kinds of connections, athough usually PPP is used now, since it has many
benefits: it is better supported, more robust, and has quite afew link negotiation features that SLIP just doesn't have.
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10.2 RADIUS and Availability

High availability has become the latest buzzword in Internet service. Advertisements abound for network operation
centers (NOCs) with triple-capacity eectric generators, dua HVAC systems, geographical dispersion, waterless
combustion control, and other facilities to handle problems. While these certainly are methods to obtain and retain
high availability, it seems that sometimes people lose sght of the point of such exercises: to maintain the existence and
offering of serviceswhen others sysemson dl "sides’ of the service arefailing. | say "sdes’ to refer to the
hierarchica treein which most sysemsreside: there are often machines relying on a specific box, and that box relies
on other boxes, and it dso may work in tandem with others.

There are severd drategiesfor planning for falure, which isthe main tenet in high availability. The one most
disagter-planning experts use is to account for what would be a worst-case scenario for your implementation. There
are severd questionsto ask yourself when designing ahighly available system:

Am | familiar with the normal traffic and availability of my systems?

Am | aware of the inherent wesknesses my implementation has?'Y ou need to know what the normal behavior of
your system iswhen deciding how best to concentrate your effortsto makeit available.
Do | have a single point of failure in my network?

That is, isthere one device that provides such critica servicethat if it went down, users could not obtain the service
they need? Single points of fallure are disastrousto al kinds of redundancy because they make it moot: if your system
goes down, it's completely unavailable.

What events could coincide that would overwhelm the capacity of my network?

This scenario often comesinto play when adowned system that is not part of the implementation causes certain
events to happen insgde the system. Y ou'll see more of thislater in the chapter.
How can | eliminate single points of failure?

Would severd systems performing the same task as the same time (a cluster) cure thisalment? Conversaly, what
systems can fail without bringing down the entire network? Prioritizing the systems to which you apply availability
drategies helps you keep the cost in check while ensuring the greatest possible uptime for your system.

How can | be proactive about reducing errors and outages?

It should be no surprise to an administrator that most errors considered catastrophic to a network are the cause of
eventsthat have been long in the making. Monitoring your systemsfor potentia errorsand their indications help to
ensure problems are handled and eliminated before they even become problems.

These questions give you afairly complete estimate of your implementation's weak points, both insde and outside of
your control. Let's step through each of the questions with regard to designing a RADIUS implementation.

10.2.1 Deter mining Normal System Behavior

To establish a proper and accurate basdline for your system, there are two types of requirements you need to
consder: explicit requirements, which are those mandated by your users or your company's management; and
derived (or implicit) requirements, which mainly stem from the explicit requirements. For example, you may be
required to make al reasonable efforts to have service restored within 15 minutes of downtime. The 15-minute
window isan explicit requirement. However, you may aso require that your systems have hot-swap hard drives so
that you can indeed switch out adead disc within 15 minutes. Y our hot-swap requirement is derived from the explicit
requirements.
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10.3 Other ThingsRADIUS

There are various other "mini-facets’ of RADIUS that | haven't touched on in thisbook. This section isdesigned to
point you to alternative RADIUS servers, specid RADIUS toolsthat are available to help you with your deployment
and day-to-day operation, and various documents that may assist you in learning more about RADIUS.

10.3.1 Other RADIUS Servers

There are severd available RADIUS sarvers:
Cistron RADIUS

Written by Miquel van Smoorenburg, this server has become widely used in the free-software community. Itis
completely congtructed from the origind Livingston source. http:/Aww.radius.cisron.nl
GNU-radius

This server is—you guessed itl—another Cistron server-based RADIUS implementation, although unlike the other
variantsalot of the code has been rewritten. The server has arewrite configuration file that is very convenient.
ICRADIUS

Thisserver isavariant of the Cistron server. It includes such added features as support for the MySQL database and
afront end ininteractive HTML. http://radiusinnercite.com
Navis Access

Lucent's server isan extremdly flexible, expandable, and scalable RADIUS server—Dbut it isacommercia product.
OpenRADIUS

Thisserver isacompletely new implementation with afoundation in the"modular” mind-set, in which dl program
functionality is based on plug-in code that is completely under the control of the administrator.
http://mww.xsAdll.nl/~evbergen/openradius-index.html

PerlRADIUS

Thisisan effort to writeaRADIUS implementation in Perl. This effort seemsto be another "me-too” effort: that is,
the devel opers are writing the code merely to say they have written the code. | see no useful benefit from this
distribution and, apparently, its development has recently gone on hiatus.

Radiator

Another RADIUS sarver, thisiswritten in Perl and is designed for usein smaler implementations.
Seel Belted RADIUS

From Funk Software, thisisacommercid product that runs on Windows servers.
VOP RADIUS

From VOP Software, thisis another commercially-available Windows-based RADIUS server.
XtRADIUS

Ancther Cistron server deviate, XtRADIUS supports extensions for running externa programs for accounting or
authentication. http:/Aww .xtradius.com
YARD RADIUS

This server is derived from the open sources of Livingston RADIUS Server Version 2.1. It has better configuration
support and extended features.

10.3.2 RADIUS Tools


http://www.radius.cistron.nl/default.htm
http://radius.innercite.com/default.htm
http://www.xs4all.nl/~evbergen/openradius-index.html
http://www.xtradius.com/default.htm
http://www.freeradius.org/rfc/attributes.html
http://www.shenton.org/~chris/nasa-hq/dialup/radius
http://www.freeradius.org/related/default.htm
http://www.pgregg.com/projects/radiusreport/index.php
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Appendix A. Attribute Reference

In this Appendix, the RADIUS standard attributes are listed in order by their attribute number, followed by the
officid name, the length of the attribute in the packet, and what type of va ue the attribute supports. Each attributeis

then cross-referenced with the main body page explaining the details of the attribute.

Table A-1. The RADIUS standard attributes

Number Name Length Value Page

1 User-Name 3+ octets String User-Name

2 User-Password 18-130 String User-Password

3 CHAP-Password 19 Sring CHAP-Password

4 NAS-IP-Address 6 IPAd. NAS-IP-Address

5 NAS-Port 6 I nteger NAS-Port

6 Service-Type 6 Erum Service-Type

7 Framed-Protocol 6 Enum Framed-Protocol

8 Framed-IP-Address | 6 IPAd. Framed-1P-Address
9 Framed-IP-Netmask | 6 IPAd. Framed-1P-Netmask
10 Framed-Routing 6 Erum Framed-Routing

11 Filter-1D 3+ octets String Filter-ID

12 Framed-MTU 6 I nteger Framed-MTU
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AAA (authentication, authorization, and accounting)
acocounting
attributes of
authentication
authorization
Authorization Framework
digtributed services
digribution of policies
evauation of policies
infradructure
policies
resource and session management

rcaming
sequences

terminology
AAA Working Group

access
Apache Web authentication
ARAP
denying
Access-Accept packet
Access-Challenge packet
Access-Reect packet
Access-Request packet 2nd
accounting
dtributes
client/servers
communication

multiplelogins
packets
authenticator regions
coderegions
identifier regions
length regions
reigbility
types
pasng
proxies
Updating
accounts
direct connect
sysem sl
Acct-1nput-Gigawords attribute
Acct-Interim-Interval attribute
Acct-Output-Gigawords attribute
Acct-Tunne-Connection attribute
Acct-Tunnel-Packets-Logt attribute
adminigration 2nd
agent sequence 2nd 3rd
alow core dumpsoption, FreeRADIUS
dternative sarvers
andyssof AAA policies
Apache Web authentication
challenge-response method

configuring
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basdlines, establishing
behavior, norma system

binary types
bind address option, FreeRADIUS

block ciphers
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calculations of packet use
calback
Cadllback-1D attribute
Callback-Number attribute
Callback-Station-ID attribute
Cdling-Station-ID attribute
certificates, digitd
challenge-response method
Challenge/lHandshake Authentication Protocol [See CHAP]
CHAP (Chalenge/Handshake Authentication Protocol) 2nd 3rd 4th
CHAP-Challenge atribute
CHAP-Password attribute
character gtring types
ciphers
Ciphertext
Cisco terminal servers 2nd
Classdtribute
cleanup deday option, FreeRADIUS
dients
accounting
differentiating between AAA and RADIUS
EAP
trust relationshipsin end-to-end models
clientsfile, FreeRADIUS
dients.conf file
coderegions 2nd
cold standby servers
communication
accounting
types of transactions
of UDP packets
CommuniGate Pro 2nd
comparisons of UDP and TCP
compresson
conceding
passwords
vaues
Configuration-Token attribute
corfiguring
AAA servers
CommuniGate Pro
FreeRADIUS 2nd
dientsfile
dients.conf file
customizing radiusd.conf file
hintsfile
huntgroupsfile
nedig file
naspasswd file
radiusd.conf file
tesing
usersfile 2nd
LDAP Directory Service
mod_auth_radiusmodule

MySQL
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DaemonTools
databases
date types
declared identities
default connection configurations
DEFAULT entries, FreeRADIUS
delete blocked requests option, FreeRADIUS
denying access
deployment
dternative servers
availahility of services
codt effective network topologies
services
desgn
AAA
redms
development
of FreeRADIUS
of RADIUS
Dialed Number Identification Service (DNIS)
dictionaries
digita certificaes
direct connect accounts
directives
roxy servers
radiusd.conf file
digtributed services
AAA
modds
digtribution of AAA policies
DNIS (Dided Number Identification Service)
documentation of resources

dynamic encryption
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EAP (Extensible Authentication Protocol) 2nd
EAP-M essage attribute
enabling PAM
encapsul ated security payload (ESP)
encgpsulaion
encryption
end-to-end transactions
entries
clientsconf file
DEFAULT, FreeRADIUS
enumerated types
environments, design of AAA
errors [See troubleshooting]
ESP (encapsulated security payload)
establishing basdlines
evauation of AAA polices
Event-Timestamp atribute
extended expressons
Extensible Authentication Protocol (EAP) 2nd
extensons
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fault tolerance, MySQL
fields
Attribute Length
Attribute Number
dtribute values
atributes
authenticator
identifiers
lengih
vaue
files
clients.conf
configuration, FreeRADIUS
parsing
proxy.conf
itti
storing dictionaries
users, FreeRADIUS
Filter-1D attribute
formats
accounting packets
authenticator regions
coderegions
identifier regions
length regions
reiahility
atributes
basdines
passwords

UDP packets
FQDN (fully quaified domain name)

Framed-AppleTak-Link attribute
Framed-AppleTak-Network
Framed-AppleTak-Zone
Framed-Compression
Framed-I1P-Address
Framed-IP-Netmask attribute
Framed-1PX-Network attribute
Framed-MTU attribute
Framed-Pool attribute
Framed-Protocol attribute
Framed-Route attribute
Framed-Routing attribute
frameworks, AAA Authentication
FreeRADIUS
dients.conf file
cudomizing
DEFAULT entries
inddling
dientsfile
hintsfile
huntgroupsfile
nadig file

naspasswd file
rediusd.conf file
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generating reports, RadiusReport

geographic areas
group file, FreeRADIUS
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hiding values

hintsfile, FreeRADIUS

hints RADIUS

history of RADIUS

hop-to-hop transactions 2nd

hostname |ookups option, FreeRADIUS
hot standby servers

huntgroupsfile, FreeRADIUS
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identifiers
redms
regions 2nd
identities
of accounting packets
veifying
Idle-Timeout atribute
implementation
of dictionaries
tools
of AAA
increasing processing power
independent trust relaionships
infragtructure
AAA
PKI
inddling
FreeRADIUS
dientsfile
hintsfile
huntgroupsfile
nedig file
naspassivd file
radiusd.conf file

tesing
usrsfile
OpenLDAP
integer types
interaction of systems
interim accounting updates
Internet Research Task Force (IRTF)
| P address types
IRTF (Internet Research Task Force)
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LAT (Loca AreaTransport)
LDAP Directory Service
CommuniGate Pro
configuring
length of regions 2nd
limitetions
of mod_auth_radiusmodule
of RADIUS
of security
linking errors, FreeRADIUS
Loca AreaTransport (LAT)
locdl redms
log files, Radiusplit
log option, FreeRADIUS
login, FreeRADIUS
Login-IP-Hogt attribute
Login-LAT-Group attribute
Login-LAT-Node atribute
Login-LAT-Port attribute
Login-LAT-Service atribute
Login-Service attribute
Login-TCP-Port attribute
lower passoption, FreeRADIUS
lower user option, FreeRADIUS
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mantaining availability
management 2nd 3rd
max_request_time option, FreeRADIUS
max_requests option, FreeRADIUS
MD?5, shared secrets
measurement

of resources

of packets
Message-Authenticator attribute
messages

coderegions

length of
methods, authentication

mod radius auth module

challenge-response method

configuring

functiondity of

limitations of
modds

AAA 2nd

distributed services
modifying RADIUS
monitoring

FreeRADIUS

SEVices
multiplelogins, FreeRADIUS
multiple servers, troubleshooting
MySQL

FreeRADIUS

optimizing
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